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Cloudpath Security and Management Platform

Cloudpath Enrollment System (ES) software is a security and policy management platform that enables any IT organization to
protect the network by easily and definitively securing users and their wired and wireless devices—while freeing those users and
IT itself from the tyranny of passwords.

Available cloud-managed or as a virtual instance and priced per user, Cloudpath software lets IT do with one system what usually
requires many, while easily and automatically integrating with existing access and network security infrastructure.

Cloudpath software consolidates and simplifies the deployment of multiple services that are typically disparate and complex to
manage: Certificate Management, Policy Management and Device Enablement.

FIGURE 1 Cloudpath Security and Policy Management Platform
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Cloudpath Security and Management Platform
What is Cloudpath

What is Cloudpath

There are two main components that make up Cloudpath: Secure Onboarding and Advanced Certificate Management. The
combination of these two capabilities enable a powerful new way to secure and manage any and every device connecting to the
network, while also making it extremely usable for the end user and the administrator. This combination delivers the industry's
first Automated Device Enablement (ADE) solution.
Secure onboarding capabilities include:

* Self-service automated onboarding for a wide array of devices

* BYOD, partner, and guest access

*  Automated configuration

*  Secure WPA2-Enterprise encryption with PEAP or EAP-TLS

*  Flexible enrollment options - AD, LDAP, OAuth, Social Networks

*  Guest sponsorship, email, SMS, and voucher options

e  Built-in certificate authorities and Microsoft CA integration

*  Works with existing Wi-Fi infrastructure

* Automated system health compliance, including AV, firewalls, NAC, proxies, and software installation

Advanced Certificate Management capabilities include:
* Unique per-device certificate management
* Automated certificate distribution
* Self-service certificate enroliment and installation.
*  Dynamic policies based on user, device, ownership (BYOD or IT-owned), access needs
* Manage access activation and termination based on employee status

*  Visibility into every device connected to the network, enrollment options, form factor and expiring certificates using
automated reports on the dashboard

*  Per-device policy control, visibility, and utilization tracking

Why You Need Cloudpath

Cloudpath provides one portal for automatically onboarding authorized devices on the secure network. The process is simple
enough to be self-service, unobtrusive in that the application is dissolvable, automated so that the migration to the secure
network can be managed without contacting the help desk. Cloudpath makes for a better Wi-Fi experience by simplifying the
network, and it can be implemented in your existing WLAN infrastructure because it uses standards-based WPA2-Enterprise.

By using Cloudpath, you keep unauthorized devices off the secure network. With user and device authorization, issues with
sniffers, snoopers and evil twins are prevented. The reporting capabilities allow user and device visibility and control, so that a
network administrator has a view of what is happening on the network.

Cloudpath Deployment Guide
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Guest Users

Guest Users

Cloudpath works entirely in the background as it delivers the most secure method of WPA2- Enterprise, EAP-TLS to mobile
devices, including guest users. Through the use of non-intrusive native supplicant configuration, Cloudpath allows guest users to
use the same entry point as employee or student users then automatically moves them to encrypted WPA2-Enterprise wireless
networks. Guests can also sign in using third-party authentication, such as Facebook, LinkedIn or Gmail.
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Workflow Building Blocks

The Cloudpath workflow engine is a customizable enrollment process that provides more control over who is granted network
access and how they should be provisioned.

The enrollment workflow is built using a series of blocks, with each building block representing a step in the onboarding process.
A workflow step might be an acceptable use policy, a display message, or an authentication hurdle. These steps, combined in a
variety of different sequences, create an enrollment workflow for every device type and every user type on your network. The
end result is a lot of flexibility for different use cases.
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Available Workflow Plug-Ins

FIGURE 2 Basic Workflow

Available Workflow Plug-Ins

Cloudpath provides the following building blocks, called workflow plug-ins, which can be added to the enrollment workflow.

Display an Acceptable Use Policy

An acceptable use policy (AUP) prompt displays a message to the user and requires that they signal their acceptance. This is
typically used for network policies or end-user license agreements (EULAS).

Cloudpath Deployment Guide
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Available Workflow Plug-Ins

Authenticate to a Local Server

If you authenticate users to a local server, Cloudpath supports authentication using an Active Directory, LDAP (or LDAPS), or via a
RADIUS server using PAP.

Ask the User to Name the Device

The Cleanup Devices plug-in prompts the user to provide a name for the device, with the option to reuse or delete previously
enrolled devices. This may suggest that old devices be removed or may limit the maximum number of concurrent devices.

Ask the User About Concurrent Certificates

The Cleanup Certificates plug-in provides a method for allowing users to maintain the number of certificates registered to their
devices. You can configure a certificate limit, and during the enrollment process, prompt the user to review information about
previously distributed certificates.

Split Users Into Different Workflow Branches

Creates a branch or fork in the enrollment process. This can occur (1) visually by having the user make a selection or (2) it can
occur automatically based on criteria associated with each option. For example, a user that selects Guest may be sent through a
different process than a user that selects to enroll as an Employee. Likewise, an Android device may be presented a different
enrolliment sequence than a Windows device.

Authenticate to a Third-Party

When you combine third-party authentication with traditional authorization methods, the social media provides additional
identity information during the onboarding process to deliver automated, self- service access to the WPA2-Enterprise wireless
network. Cloudpath supports third-party integration using Facebook, LinkedIn, Google, or you can specify a custom OAuth 2.0
server.

Authenticate Using a Voucher From a Sponsor

When you use a voucher for authorization, the user is provided with a one-time password (OTP) and is prompted for this
password during the enroliment process. Vouchers can be used to control access separate from, or in addition to, user
credentials. For example, use vouchers for self-service registration of IT assets, or for authenticating network access for partners.

Perform Out-of-Band Verification Using Email or SMS

Out of band verification allows the user to enter an email address or phone number and have the verification code, or one-time
password, sent to them. The out of band prompt is tied to a voucher list, which controls the characteristics of the one-time
password (OTP). You can create a new voucher list specifically for out of bound verification or use an existing list.

Request Access From a Sponsor

Prompts the user for a sponsor's email address and then notifies the sponsor. The sponsor can accept or reject the request via
the Sponsor Portal.

Cloudpath Deployment Guide
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Example Workflow with Two Branches

Register a Device for MAC-Based Authentication
Registers the MAC address of the device for MAC authentication by RADIUS. This is used for two primary use cases:

* To authenticate the device on the current SSID via the WLAN captive portal.

* Toregister a device, such as a gaming device, for a PSK-based SSID.

In both cases, the MAC address is captured and the device is permitted access for a configurable period of time.

Display a Message To Users

The message plug-in provides information to the end-user. The message is displayed, along with a single button to Continue.
Use the message plug-in to welcome partners or guest users to your network and provide links for where to get additional
information.

Redirect Users to an External URL

Redirects the user to a specified external URL. This may be used to authenticate the user to the captive portal of the onboarding
SSID.

Prompt User For Information

The data prompt plug-in provides a means for gathering information about a user. This user data can be used for informational
purposes only, or for configuration purposes, such as personalizing certificates.

Authenticate Using a Shared PassPhrase

This authentication method prompts the user for a shared passphrase and verifies that it is correct. A shared passphrase is
useful for controlling access to an enrollment process separate from, or in addition to, user credentials.

Generate a Ruckus DPSK

Generates a a Dynamic Pre-shared Key (DPSK) via a Ruckus WLAN controller. This allows, for example, a gaming system to be
registered and issued a unique PSK.

Send a Notification

Generates a notification about the enrollment, and can be added anywhere in the workflow. Notification types include email,
SMS, REST API, syslog and more. This step is invisible to the end- user. All enroliment-related data is available for use in the
notification via variables.

Example Workflow with Two Branches

The following image represents a workflow that is split into two branches, with one sequence of steps for employees, and
another for guest users. Each branch in the workflow specifies a different authentication method and assigns different
certificates to the user.

Cloudpath Deployment Guide
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Example Workflow with Two Branches

FIGURE 3 Workflow With 2 Branches

The model workflow above translates to the following example workflow in Cloudpath.

FIGURE 4 Cloudpath Simple Workflow

Fropeamies Enroliment Process Look & Feal Snapshat|s) Advanted

-

Slep 1 Require the user to accept the AUP Welcome Message and AUP F X =
-

Step 2 All matches . [Vestons | | o g0 o nr | F = x =2
-

Sep X Prompt the user for credentials from Annadd Test BVT AD F X B ®
-

Slap 4 All matches n Your Devic % P B = 2 ,. = 9w ;I
-

Stop 5 Send a verification code from IT Assets Pl
-

Rl Move user (o Internal Metwork and assign cerificate using IT Asset Certificate ra
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Example Complex Workflow

After the workflow is in place, you can fine-tune settings for specific OS versions, updates, and features, including customizations
to the user experience. See Device Configuration and Client Certificate.

Example Complex Workflow

The following image represents a more complex, yet easy to configure workflow with multiple branches. The first split in the
workflow accommodates different user types, and the other splits provide a different sequence of events for device types,
internal and external network access, and provide client certificates with the appropriate validity period.

FIGURE 5 Complex Workflow
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Overview

This section provides some enrollment workflow examples to help you get familiar with the different types of steps that can be
configured with Cloudpath.

Employee With IT Asset Authenticated to AD
Group

This is an example workflow for an employee using an IT-assigned device to access the secure network. The employee is
authenticated to an Active Directory group, and the device type split is managed with a filter, which moves the user to the
Company Device workflow branch if they are a member of a specified AD group. They are prompted to enter a previously sent/
assigned voucher and moved to a secure internal network.

FIGURE 6 Example Workflow for Employees with IT Assets

Fropartes Enrollment Process Look & Fesl Snapshat(a) Advanced

-

Step 1 Require the user 10 accep! ihe AUP Welcome Message and AUP ri ¥ =
L3

Stap 2 All matches in | Viamors X & Employess Partners | + f . b 4 =
-

Step 3 Prompt the user for crecentials from Annadd Test BYT AD F X B ®
-

Sop 4 All matches in [ vour Device ¥ 4 CompanyD - g = % =
-

Sep 5 Send a verification code from |T Assets s X B
L]

Result Move user o Secure Internal Metw... and assign certificate using Client Certificate T... ra
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Employee With Personal Device Authenticated to AD Group

Your workflow does not have to be in the same order as the example. For example, you can move the authentication to LDAP
step to immediately after the AUP step and then have the split for different workflow branches be immediately following. If you
set up a filter on the LDAP group name, users can be moved to the appropriate workflow branch.

Employee With Personal Device Authenticated to
AD Group

This is an example workflow for an employee using a personal device to access the secure network. The employee authenticates
to an Active Directory group, and the device type split is managed with a filter, which displays the Personal Device workflow
branch only if they are a member of a specified AD group. The user is asked to acknowledge a BYOD use policy before being
moved to a secure internal network.

FIGURE 7 Example Workflow for Employees with Personal Devices (BYOD)

Proparties Enrollment Process Look & Fesl Snapshot(s) Advanced

-

Step 1 Require the user to accept the ALP Welcome Message and AUP F X =
-

Stop 3 Al MaChes i | Visk * # Employess ra = X =
L ]

Sap 3 Prompt the user for credentials from Annadd Test BVT AD F X B ®
»

Sy AMELNES N | %  personal Devices : sH E X B
L]

Hop 5 Require the user o accept the AUP BYOD Use Policy s X B
L]

Resull Maove user to Secure Internal Metw... and assign certificate using BYQD Policy Template s

Employee With Personal Device on Internet-Only
VLAN

This is an example workflow for an employee using a personal device on the secure network, but is limited to an Internet-only
VLAN. The employee authenticates to an Active Directory group, and the device type split is managed with a filter, which moves
the user to the Personal Device workflow branch if they are a member of a specified AD group. The user is asked to acknowledge
a BYOD use policy before being moved to an Internet-only VLAN with a certificate that is limited to 30 days access.

Cloudpath Deployment Guide
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Sponsored Guest on Internet-Only VLAN

FIGURE 8 Example Workflow for Employees with Personal Devices on Internet-only VLAN

Propares Enrollment Process Look & Fee Snapshot(a) Advanced

-

Sy Require the user o accept the AUF Welcome Message and AUP F X =]
-

Step 2 All mRChes In. | Visdam ) | wr  f  Erppoyepy | | PAfMET F E x =
-

Step 3 Prompt the user lor credentials from Annadd Test BVT AD S x B ®
L

Sop 4 AllmMIENEs N | %  peronal Devices i of B s E X B
-»

Step 5 Require the user 1o accep! the AUP BYOD Use Policy s x B
-

Result Maove user 1o Internet-only VLAN and assign cerfificale using 30-day certificate r

Sponsored Guest on Internet-Only VLAN

This is an example workflow for a sponsored guest to onboard to the secure network but is limited to an Internet-only VLAN. The
guest authenticates using a personal Gmail account, and is verified using a voucher distributed from the employee sponsor. The
user is asked to acknowledge a guest user policy before being moved to an Internet-only VLAN with a certificate that is limited to
90 days access.

For details on the sponsored guest access feature, see the Setting Up Sponsored Guest Access Within Cloudpath document on the
Cloudpath Admin Ul Support tab.
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Contractor With IT Asset on Internal Network With Limited Access

FIGURE 9 Example Workflow for Sponsored Guests on Internet-only VLAN

Properties Enroliment Process Look & Feel Snapshot{s) Advanced

-

Step 1 Require the user to accept the ALP Welcome Message and AUP s X =
o

Step 2 Almaiches N | % #  GuestUsern mployees | | Partnem | F = x B
L ]

Step 3 Authenticate e user via Personal Gmall Aecount F x =
L ]

Step 4 Prompt the user for a voucher from Guest Vouchers F X E
L3

Step 5 Require the user 1o accept the AUP Guest User Policy s X B3
e

Result Move user o Internet-only VLAN and assign cerlificate using 90-day certificate ra

Contractor With IT Asset on Internal Network
With Limited Access

This is an example workflow for a sponsored contractor to onboard to the secure network for a specified amount of time with
limited access. The contractor authenticates using an OAuth account (Facebook, LinkedIn, or Google), and is verified using a
voucher distributed from the employee sponsor. A Contractor Information message is displayed before moving them to a VLAN
with limited internal access and a certificate that limits access to 6 months.
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FIGURE 10 Example Workflow for Contractors with IT Assets
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Overview

The process of configuring and connecting a device to the secure network requires the integration of many components of your
network. The wireless LAN controller redirects to Cloudpath. Cloudpath issues a user certificate based on user store credentials.
The client is authenticated by a RADIUS server, which verifies the certificate. The network Wizard installs the certificate in the
local certificate store and migrates the user to the secure network.
Before you implement Cloudpath in your network, consider the following components of your network.

*  WPA2-Enterprise Infrastructure

*  Setting Up SSIDs

»  Setting Up Captive Portal Redirect

*  Certificate Authority

* RADIUS Servers

*  Supported Authentication Servers

* DNS

*  Firewall Configuration

e Use Cases

WPA2-Enterprise Infrastructure

Cloudpath works in your existing WLAN infrastructure using standards-based WPA2-Enterprise.

The following basic components are required for setting up a WPA2-Enterprise network. These components most likely exist in
your network and can easily be configured to work with Cloudpath to complete the secure Wi-Fi configuration in your network.
*  WPA2-Enterprise requires an external authentication server (RADIUS or NPS) to handle 802.1X user authentication.

*  WPA2-Enterprise requires a CA to issue and install certificate on the RADIUS server

* The external authentication server (RADIUS or NPS) client database should be populated with the IP address and shared
secret for each access point and user data with usernames and passwords for each end-user.
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Setting Up SSIDs

*  On each AP, configure WPA2-Enterprise and add the authentication server (RADIUS or NPS) IP address and shared
secret.

Setting Up SSIDs

Cloudpath requires an open SSID for onboarding, and one or more secure SSIDs, depending on your deployment scheme. The
open SSID terminates to a captive portal that points to Cloudpath, and the secure SSID is the network to which your users
migrate. We recommend creating an SSID specifically for Cloudpath.

Configure the secure SSID to use TLS, and point the RADIUS authentication requests to the RADIUS sever, whether that is the
Cloudpath onboard RADIUS server, a Microsoft NPS, or other external RADIUS server.

Guest SSID

If your security policy provides a guest SSID for Internet-only or limited network access, you can set up an open SSID specifically
for guests. The guest SSID redirects guest users to the Cloudpath captive portal, where they can onboard to a limited access
network. The limited access is managed using VLAN assignment, which is configured in the wireless LAN controller, where you
can also filter, shape or throttle the guest VLAN.

Conflicting SSIDs

Cloudpath provides a method for managing conflicting SSIDs to prevent a device from roaming away from the secure network.
When setting up the device configuration, in the conflicting SSID section, you can set it up to either delete the open SSID or set it
to connect manually. See Device Configuration and Client Certificate.

Setting Up Captive Portal Redirect

After the SSIDs are set up, configure a captive portal page on your wireless controller so that it redirects users from the open
SSID to the Cloudpath web page to begin the enroliment process.

*  On the Wireless LAN Controller (WLC), configure the open SSID pre-authentication ACLs to permit access to the IP
address of the Cloudpath server. Configure the WLC to point to Cloudpath as an External captive portal.

* Set up the secure WPA2-Enterprise SSID to delegate authentication to the Cloudpath onboard RADIUS server, the NPS,
or an external RADIUS server.

NOTE
If using an external RADIUS server, you must configure layer 3 access to the Cloudpath virtual appliance to allow
certificate status verification.

For more information, see the following sections in this guide:
*  Ruckus Controller Integration for Cloudpath
*  Cloudpath Captive Portal Setup for Cisco Controller
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Certificate Authority

A WPA2-Enterprise network requires a certificate authority (CA) to issue and verify certificates on the RADIUS server. Cloudpath
supports many different CA configurations, including an onboard CA to act as your own private CA, certificates issued from an
external CA, or Cloudpath acting as a proxy for an existing CA.

If you are using a Microsoft CA, the Cloudpath onboard CA can be configured as your intermediate CA, leaving the your Microsoft
CA as your root CA.

Onboard CA

The Cloudpath onboard CA can issue a server certificate to the onboard RADIUS server and it can issue client certificates. After
the client certificate issued, all authentications take place using the certificate.

The onboard CA is a full X.509 public key infrastructure (PKI), which can issue client and server certificates binding a public key to
a particular common name.

RADIUS Servers

WPA2-Enterprise requires an authentication server for issuing client certificates for the wireless authentication. Cloudpath
provides an onboard RADIUS server, supports integration with your existing RADIUS server, or integration with a Microsoft
Network Policy Server acting as a RADIUS server.

For all configurations:

*  The wireless controller requires the port number and shared secret from the RADIUS server.

NOTE
If using the onboard RADIUS server, the shared secret and port number can be found on the Administration >
System Services > RADIUS component page.

*  Apply the RADIUS authentication server to the secure SSID.

* Populate the client database for an external authentication server with the IP address and shared secret for each access
point and the user data with usernames and passwords for each end- user.

Onboard RADIUS Server

The onboard RADIUS server, which is a a FreeRADIUS server that has been optimized for TLS, is configured as part of the initial
system setup. The RADIUS server issues client certificates and the client validates the RADIUS server by hostname.The onboard
RADIUS server supports all vendor- specific attributes in the FreeRADIUS dictionary.

If you are using the onboard RADIUS server, Cloudpath can generate a RADIUS server certificate using the onboard CA and server
certificate template. This certificate can be installed on the onboard RADIUS server as part of the initial system setup.

Microsoft NPS Acting as a RADIUS Server

If you are using the NPS acting as a RADIUS server, you must set up the NPS server role and a RADIUS server.

These steps are required when configuring Cloudpath to integrate with the NPS:

* Create a server certificate template for the NPS.
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*  Generate a server certificate for the NPS. Use the FQDN of the NPS server as the ServerName
* when you generate the certificate using the onboard CA.
* Download the Private Key of the Root CA.

* Import the private key of RADIUS server certificate for NPS into the Personal Trust store. The private key must be in
* key format.

* Import the Public Key of the Root CA in to the Enterprise Trust store. The public key must be in *.cer format.

NOTE
See the Cloudpath Integration with Microsoft NPS Configuration Guide for configuration details.

External RADIUS Server

If you prefer to use an existing RADIUS server in your network, you must add the IP address of the RADIUS server to Cloudpath to
allow signed certificates to be uploaded to Cloudpath and the public certificate of the CA (onboard or external).

Alternately, a CSR can be used within Cloudpath to create a usable RADIUS certificate.

RADIUS Proxy

Cloudpath supports RADIUS proxy from an external RADIUS servers. For example, you can set up a configuration so that a
certificate from a specific domain (@guest) is proxied to Cloudpath for authentication. When the external RADIUS server receives
a RADIUS request from user@guest, the request is forwarded to the onboard RADIUS server.

This proxy configuration is set up on the external server.
To set up RADIUS Proxy on a Network Policy Server (NPS):

1. Go to RADIUS Clients and Servers and add a Remote RADIUS Server Group. The group will have one member, the
Cloudpath server. Enter the IP address and shared secret from NPS.

2. Go to Connection Request Policies, add a policy for the RADIUS proxy. Add a Condition so that the NPS looks for the
@guest in the username and, if found, forwards the request to the “remote radius group”, which is the Cloudpath server.

Cloudpath receives the request (similar to it coming straight from the access point) and responds.

Additional Radius Configuration Options

RADIUS Accounting

RADIUS Accounting, which provides start/stop information and byte counts on the connection, is supported on port 1813.

RADIUS Server VLAN Attributes

When setting up SSIDs in the WLC, you can use VLANS to apply policies for different groups by combining the VLAN in the RADIUS
Request as a RADIUS attribute. RADIUS attributes are configured on the certificate template.

VLAN Tagging
The onboard RADIUS server can assign policy information for devices by defining VLAN tags in the certificate template.

If you are using the Microsoft NPS as a RADIUS server, VLAN tags are managed from the NPS.
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Certificate Revocation
You can disable network access in Cloudpath by revoking the user or device certificates.

*  When using the NPS acting as your RADIUS server, you can disable the AD account, and because the AD and RADIUS
server are tied together, the disabled account status is registered by the RADIUS server.

*  When using the onboard RADIUS server:

- To disable access for a user, locate the certificates associated with the user account and revoke these certificates in
Cloudpath.
- Todisable access for a device, revoke only the certificate associated with the device.

Supported Authentication Servers

Cloudpath supports Active Directory, LDAP and a variety of third-party authentication servers, such as Facebook, LinkedIn, or
Google.

Active Directory

When using Active Directory with Cloudpath, the initial user authorization is established using AD credentials, and subsequent
authentications are based on the client certificate.
Consider the following information when using Active Directory in your network.

*  You need AD domain information (plus any sub domains) and the IP address of the AD server.

* Setup your AD groups for use with wireless BYOD access or Sponsorship Grounds (if needed).

- Cloudpath must have layer 3 access to the AD server.

* The AD host is an LDAP call and must be an IP routable address.

*  During authentication, the username is compared to the AD SAM attribute.

e The FQDN of your AD server or IP address maps to the internal AD server IP address.

* Ifyou are using one of the hosted Cloudpath systems (onboard.cloudpath.net, onboard2.cloudpath.net, etc. ), check the
Firewall Requirements page for the DNS IP address.

*  Cloudpath communicates to the AD server using TCP Port 389, LDAPS TCP/UDP 636.

LDAP or LDAPS

To use LDAP with Cloudpath, you need:
* DNS/IP of the active directory server
* DN of the domain
* Username and password to bind to the LDAP server

*  Cloudpath communicates to the LDAP server using TCP Port 389.

Third-Party Authentication

When you combine third-party authentication with traditional authorization methods, the social media provides additional
identity information during the onboarding process to deliver automated, self- service access to the WPA2-Enterprise wireless
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network. Cloudpath supports third-party integration using Facebook, LinkedIn, Google, or you can specify a custom OAuth 2.0
server.

To use third-party authentication, you need the following application information.
*  Facebook - App ID and Secret
e LinkedIn - API Key and Secret Key
* Google - Client ID and Client Secret.
NOTE

For details on configuring Facebook, LinkedIn, or Google applications, see the appropriate configuration guide on the
Cloudpath Admin Ul Support tab.

RADIUS Using PAP

Select this option to enable end-users to authenticate via RADIUS using PAP.

SAML 2.0 IdP

Cloudpath allows a Security Assertion Markup Language (SAML) Identity Provider (IdP) to be configured as an Authentication
Server. With traditional authentication server types (LDAP, AD, etc) Cloudpath prompts for username/password, and the
authentication server verifies the credentials. With SAML, Cloudpath delegates the IdP to prompt the user for credentials and
verify the authentication.

Cloudpath Onboard Database

Select this option to enable end-users to authenticate to accounts defined within this system. This option is not meant to replace
AD or LDAP system, but is useful for trial and demo accounts. It also allows you to create policies based on group information.

DNS

DNS should be configured for Cloudpath and other components in your network. Consider the following information when
setting up DNS in your network.

*  Configure DNS for use with Active Directory.

*  The host name of Cloudpath is the FQDN hostname you assign for DNS.

See DNS Issues in the Troubleshooting section of this document.

Firewall Configuration

This section describes the firewall ports that may need to be configured to use Cloudpath and Wizard. Cloudpath must be able to
communicate with:

* xpc.cloudpath.net (TCP 80/443-HTTP/HTTPS)
* dist2.cloudpath.net (used for Cloudpath updates TCP 80/443-HTTP/HTTPS)

* NTP server, 0.centos.pool.ntp.org on the standard NTP port (123). This can be configured to point to a local server
during system setup, if you prefer.
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Depending on your network configuration, you might be required to configure other firewall ports. See the following table.

TABLE 1 Firewall Ports for Use with Cloudpath

Port Protocol Notes
80 TCP and UDP Android Communications
443 TCP and UDP Android communications with Google Play and Amazon Market.
5228 TCP and UDP Android APK
389 TCP Active Directory, LDAP queries
80 TCP NPS query to Cloudpath for OCSP
1812 ubP RADIUS Authentication
1813 ubP RADIUS Accounting
8022 SSH. This is the default port for SSH.
22 SSH. This port can be configured for SSH.
3268 TCP LDAP recursive domains
Windows RPC | f you are using the Integration Module for Microsoft CA, the web server communicates
with the Microsoft CA using Windows RPC.
3799 UDP RADIUS Change of Authorization (CoA)
pool.ntp.org: 123 Perform NTP synchronization.

After Cloudpath is configured, a Firewall Requirements page is provided to help you understand the traffic to and from the
system. Navigate to Administration > Firewall Requirements or see the Troubleshooting Your Deployment section for more
information.

Use Cases

Before configuring your network for use with Cloudpath, you should have some idea about your deployment scheme for the
different users in your network.

Use these questions to help you determine a deployment scheme.

Will employees be allowed to access the secure network with personal devices?
Do you want employees to sponsor guest user?

How will guest users be authenticated? or do you want them to use a third-party authentication? or will you place them
in an Internet-only VLAN?

Should contractors have limited access? How long should we allow them on the secure network?

How long do you want the different user types have access to the secure network?

The Enrollment Workflow Use Cases section provides common use cases that you can use as workflow templates when planning
your own deployment scheme.
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Prerequisites for Configuring Cloudpath

Before you set up Cloudpath in your network, you need the following information:

Deploylng the Virtual Image File

VMware server or Microsoft Hyper-V Manager on which you'll install the Cloudpath virtual appliance.
* The URL where the image file resides. A Cloudpath representative provides this information.
* Hostname of the virtual appliance
* IP address (and netmask) being assigned to Cloudpath on the VMware server. Not needed if using DHCP.
* IP address to restrict administrator access
* |P address of the DNS server(s).
*  Gateway IP address

Setting up the Initial Account

* Login credentials for the Cloudpath License Server
* License Server URL
o HTTPS server certificate
*  Company Information (Domain, URL)
* DNS hostname
* Active Directory domain, DNS/IP address of AD server, and DN of AD domain or LDAP server.
*  WWW certificate (public-signed)
If you are not using the Cloudpath onboard CA, you also need:
*  Public and Private key of existing CA

*  RADIUS server certificate (if not using onboard RADIUS server)

Configuring the Workflow

This section lists items to consider when you configure the workflow:
* Anidea about the types of access and policies you want to offer different users.
* Images and color schemes if you plan to customize the webpage display.
*  AD group names for creating filters in the workflow.
* Anidea about the security policy for passwords, vouchers, and certificates.

- Vouchers have configurable format and validity periods.
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- Certificates have configurable key lengths, algorithm types, and validity periods.
*  The SSID for the secure network.
*  Alist of conflicting SSIDs (open SSIDs, to prevent roaming)
* Anidea about which OS families and versions to support.

* Additional requirements for device configurations (for example, enable firewall, proxy, verify antivirus, enable screen
lock passcode).

Deploying the Virtual Appliance to a VMware Server

NOTE
If using a Microsoft Hyper-V deployment, see Deploying the Virtual Appliance to a Hyper-V Server.
The deployment process consists of the following steps:
*  Retrieve OVA File
*  Deploying the Virtual Appliance Using a VMware vCenter Client
or
*  Deploying the Virtual Appliance Using a Console-Based Client Test Network Connectivity

*  Test Network Connectivity

Retrieve OVA File

If you are setting up a Cloudpath account for the first time, you will be sent an activation code in an email notification. For an on-
premise deployment, the activation code link allows you to download the Cloudpath OVA, binding your OVA file to the activation
code.

When the download is complete, deploy the OVA file using a VMware client.

Deploying the Virtual Appliance Using a VMware vCenter Client

1. Open the VMware client.

2. Select File > Deploy OVF Template.

3. Enter the file path or URL where the OVA file resides.
4. Accept the EULA.
5

Enter a unique name for the virtual appliance.
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6. Select a deployment configuration:

Non-Production POC - Deploys using 6GB RAM and 2 vCPUs x 1 Core. Recommended for software trials, feature
testing, and other non-production systems.

4,000 or Fewer Users - Deploys using 8GB RAM and 2 vCPUS x 2 Cores. Recommended for production systems with
fewer than 4,000 users.

8,000 or Fewer Users - Deploys using 12GB RAM and 2 vCPUS x 4 Cores. Recommended for production systems with
fewer than 8,000 users.

More than 8,000 Users - Deploys using 16GB RAM and 2 vCPUS x 4 Cores. Recommended for production systems
with more than 8,000 users.

More than 20,000 Users - Deploys using 20GB RAM and 2 vCPUS x 4 Cores. Recommended for production systems
with more than 20,000 users.

7. If you are using VMware vCenter™ Server to manage your virtual environment, select the appropriate data center,
cluster, host, and destination storage, as needed.

Use Thick provisioning for a production environment. For a thick provision, the total space required for the virtual
disk is allocated during creation.

NOTE
If you are using Fault Tolerance, you must select Thick provisioning.

Use Thin provisioning for testing, or if disk space is an issue. A thin provisioned disk uses only as much datastore
space as the disk initially needs. If the thin disk needs more space later, it can grow to the maximum capacity
allocated to it.

8. Select a disk format.

Continue the configuration with vCenter, or a non-vCenter console.

If you are using the vCenter to configure application and network properties, continue to the next section.

If you are using the console to configure application and network properties, review the initial settings and click
Finish. See Deploying the Virtual Appliance Using a Console-Based Client to complete the deployment process.

Application Properties (vCenter)

Customize the application properties for the deployment.
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FIGURE 11 Application Properties

Cloudpath Enroliment System

Hostname (FQDN)
Enter the fully guaified domain names.

TP Address
The IP address for this WM, Leave blank if DHCP is desired,

Hetmask
The netmask or pref for this VM. Used only if static [P is assigned.
255.255.252.0

Default Gateway
The default gateway address for this ¥M. Used anly if stabic IP is assigred.

DHS

The DS server(s) for this WM, Supports up to 3in & comma-separated fist, Lsed only if
static IP is assigned,

[8.8.58.844

NTF Server
Spedfy an NTF server. By default, poal.nip.org will be used,

[pocl.nip.erg

Enable HTTPS?
[

Timezone
| i)

SSH Access

|Port Bozz |

Restrict admin access?

Ta restrict the admin web UI to certain addresses or subnets, specfy a comma-separated
list of addresses or subnets (CIDR notation, ex. 192, 168,4.1/22),

Console Password

Speofy the password to be used to acoess the console or 55H of this VM, Flease selacta
sirong passvword that i complant with your password complesity pobcy.

Enter password |

Confirm password |

Enter & string valkue with 1 to 100 characters.

1. Enter the Hostname(FQDN) for the virtual appliance.

NOTE

The Cloudpath Hostname is used as the default OCSP Hostname, which is embedded into certificates issued
by the onboard root CA as part of the URL for the Online Certificate Status Protocol (OCSP).

2. Enter the IP Address, Netmask, Default Gateway, and the DNS Servers for this VM. Leave blank for DHCP.
3. Specify an NTP Server or leave the default.
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HTTPS is enabled by default. Leave unchecked only if Cloudpath is behind another web server using SSL.
Select the Timezone.

Select SSH port, or disable SSH access.

N o uoA

Enter the IP address(es) that can access the Cloudpath Admin Ul. Leave this field blank if you do not want to limit
administrative access.

8. Enter and confirm a service user password. The service user account is used by your support team for access to this
system using SSH. The service account is not available if SSH access in not permitted.
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Confirm Deployment Settings (vCenter)
1. Verify these properties before you begin the deployment.
If you are using DHCP, the networking properties will be blank.

FIGURE 12 Deployment Settings

Are these the options you want to use?
Source
OVE Template Detais When you dick Finish, the deployment task will be started,
End User License Agreement  Deployment settings:
Mame and Location OVF file: C:\Users\Anna\Downloads\CloudpathES_OVF10_5.03206...
Degloyment Configuration Download size 1.1GB
H Hi;% Size ondisk: 24GB
Bt Name: Anna bvt 3206-43
Ready to Complete Folder Westminster
Deployment Configuration: Mon-Production POC
Host/Cluster Development
Specific Host 192.168.4.5
Datastore: SVR-5:RAD
Disk provisioning: Thin Provision
Metwork Mapping: WM Network” to "M Network"
Property: fgdn = anna43.cloudpath,net
Property: ip = 192,168,543
Property: netmask = 255.255.252.0
Praperty: gateway = 192.168.4.1
Property: dns = 192.168.4.2
Property: ntp = pool.ntp.org
Property: https = True
Property: timezone = America/Denver
Property: sshPort = Port 6022
Property: restrictAdminfoess =
[ Power on after deployment
L] <Back I Fish |  Cancel I
Jﬂ‘

2. Click Finish

Deployment takes approximately 2 minutes.
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Deploying the Virtual Appliance to a Hyper-V
Server

NOTE
If using a VMware deployment, see Deploying the Virtual Appliance to a VMware Server.

The deployment process consists of the following steps:
*  Retrieve OVA File
*  Deploying the Virtual Appliance Using a VMware vCenter Client

*  Test Network Connectivity

Retrieve VHDX Image File

Retrieve With Activation Link

If you are setting up a Cloudpath account for the first time, you will be sent an activation code in an email notification. For an on-
premise deployment, the activation code link allows you to download the Cloudpath VHDX image file, binding your VHDX file with
the activation code.

When the download is complete, deploy the OVA file using the Hyper-V Manager.

Replication With Hyper-V Systems

The VHDX files and their associated snapshots are stored in the same directory. If you plan to set up two systems in replication,
be sure to keep the VHDX file for each server in a separate folder so that snapshots and other changes are kept together with the
appropriate server.

Deploying the Virtual Appliance Using Hyper-V Manager

1. Open the Hyper-V Manager.

2. From the Action menu, select New > Virtual Machine.. This opens the New Virtual Machine Wizard.
3. Read the Before You Begin screen.

4. Enter a Name for the new VM and click Next.

5. Select Generation 1 and click Next.
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6. Assign Startup memory.

NOTE
When using the New Virtual Machine Wizard, RAM is specified, but the system assigns only one virtual
processor, by default. This value can be increased after the initial setup.

*  For software trials, feature testing, and other non-production systems, we recommend using 6GB (6144MB) RAM
and 2 virtual processors.

*  For production systems with 4,000 or fewer users, we recommend using 8GB (8192MB) RAM and 4 virtual
processors.

*  For production systems with 8,000 or fewer users, we recommend using 12GB (12288MB) RAM and 8 virtual
processors.

*  For production systems with more than 8,000 users, we recommend using 16GB (16384MB) RAM and 8 virtual
processors.

*  For production system with more than 20,000 users, we recommend using 20GB (20480) RAM and 8 virtual
processors.

Leave Use Dynamic Memory selected (the default) and click Next.
On the Configure Networking screen, select the appropriate virtual switch in the Connections field. Click Next.

On the Connect Virtual Hard Disk screen, select Use an existing virtual hard disk, and browse to the location where
the vhdx file exists. Click Next.

10. Verify the setup summary and click Finish.

The system creates the new virtual machine.

Configure Virtual Processors

By default, the new VM wizard assigns one virtual processor to a new VM. You can increase the number of virtual processors in
the VM settings.

NOTE
The VM must be powered off to change Settings.

1. With the VM selected, navigate to the Action menu, and select Settings. Alternately, you can right- click the selected VM.
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2.

3.
4.
5.

Select Processor.

FIGURE 13 VM Settings

Deployment Scenarios

Deploying the Virtual Appliance to a Hyper-V Server
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In the right pane, increase the value for Number of virtual processors.

Click Apply, then OK.
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Deploying the Virtual Appliance Using a Console-Based Client

Before you begin, read the list of information required to setup the system.

1.

A R ol

10.
11.
12.

13.

14.

Open the console on the VMware or Hyper-V Server.

Enter yes (or y) to accept all license agreements.

Enter the time zone. For example, enter America/Denver.

Enter the FQDN hostname for the virtual appliance (ex., onboard.company.com).
Do you want to enable HTTPS? Enter for yes (default) or n.

Do you want to use a STATIC IP (rather than DHCP)? Enter for yes (default) or n.

* Ifyou enter yes (recommended), you assign the IP address of the virtual appliance, subnet mask, and gateway and
DNS server IP addresses for your network.

* Ifyou enter no, DHCP is used to assign IP address of the virtual appliance interface (ens for VMware, eth0 for Hyper-
V), subnet mask, gateway, and DNS server IP addresses for your network. If you are not using DHCP, enter the IP
address of the virtual appliance interface.

Enter the IP address of the virtual appliance.

Enter a subnet mask in the format 255.255.252.0.

Enter the gateway IP address for your network.

Enter the DNS server IP address.

Do you want to permit SSH access? Enter for yes (default) or n.
Enter and confirm a service password.

The service password is used by your support team for access to this system using SSH. Refer to the Cloudpath
Command Reference on the Support tab for details.

NOTE
The service account is not available if SSH access in not permitted.

Do you want to us an NTP server other than pool.net.org? Enter for no (default) or y to specify an NTP server.
The setup is complete.
Press Enter to reboot the system.
After the reboot you are presented with the shelluser login prompt.
NOTE

The shelluser is only available during the initial system configuration. After the initial boot, you must use the
service password to access the system.

Service Account

When the deployment is finished, you are presented with the service account login prompt.

To use the service account:

1.
2.

40

Enter cpn_service at the login prompt, and then the service user password.
Enter the show config command to verify your configuration. You may be prompted to re-enter the password.

See the Cloudpath Command Reference on the left menu Support tab.
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Test Network Connectivity

To verify that the virtual appliance is correctly deployed, perform the following operations from the VMware server console:
1. Ping the gateway of your system.
2. Ping the URL where the Cloudpath Licensing Server is hosted.

3. Verify that the virtual appliance can resolve DNS.

How to Install VMware Tools

VMware Tools is a suite of utilities that you install in the operating system of a virtual machine. VMware Tools enhances the
performance of a virtual machine and makes possible many of the ease- of-use features for managing your virtual appliance with
the vCenter Client.

Use these instructions if you wish to install VMware Tools on the Cloudpath virtual appliance.

NOTE
We recommend that you take a VM snapshot before adding tools or making changes to the configuration.

From the vCenter Client

1. From the powered-off state, select the VM, and right-click to Edit Settings.
With the Hardware tab selected, click the Add button to open the Add Hardware page.
Select CD/DVD Drive (or browse to locate the ISO for the media) and click Next.
Continue with the configuration using the default settings. When finished, click OK.
Power on the VM.

Select the VM and right-click to select Guest > Install/Upgrade VMware Tools.

N o u ks~ N

Select Interactive Tools Upgrade and click OK.

This popup does not occur on some systems.

From the Console

1. Login to the cpn_service account.

2. Enter the following commands:

sudo mount -t i1s09660 /dev/cdrom /media
cp /media/VMwareTools-XXXXX.tar.gz .
sudo umount /media

tar xvfzp VMwareTools-XXXXX.tar.gz

cd vmware-tools-distrib

sudo ./vmware-install.pl

NOTE
The VMware Tools version can vary within the same vCenter. Use the Tab button to auto-complete the
VMwareTools-XXX.tar.gz commands to be sure you get the correct version.
3. Select the default answers to the configuration questions.
When finished, exit the vmware-tools-distrib directory.

When complete, select the Summary tab on the vSphere Client. The General section shows VMware Tools is Running (Current).
The IP address should match the IP address assigned to the Cloudpath virtual appliance.
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How to Increase the Virtual Appliance Memory on VMware

NOTE

For Hyper-V deployments, refer to the Deploying Cloudpath as a Virtual Appliance Using Microsoft™ Hyper-V Manager
configuration guide.

We recommend that your VMware server have 12-16GB RAM, which is sufficient for most production environments.
However, there may be circumstances (replication, performance, larger deployments) that require adjustments to the
memory allocation for Cloudpath.

Use these instructions if you want to change the memory configuration of a virtual machine's hardware.

1. From the vCenter client, power off the virtual appliance.
Select the VM, and right-click to Edit Settings.

With the Hardware tab selected, select Memory.

On the right window pane, increase the Memory Size.
Click OK.

Power on and reboot the VM.

A R i

How to Expand the MySQL Partition Size

The database partition is designed to maximize performance of the Cloudpath operations. If needed, you can expand the size of
the partition used for MySQL database operations.

From the vCenter Client
1. With the VM running, select the VM and right-click to Edit Settings.
2. With the Hardware tab selected, select Hard disk 2.

3. Ontheright pane, in the Disk Provisioning section, increase the Provisioned Size to the desired size and click OK.

NOTE
If the Provisioned Size cannot be selected, try restarting the server using the sudo halt command.

From the Console
Enter the following commands as root.
1. (Optional) View the amount of free disk space available.
[root@localhost cpn servicel]# df -h
2. Signal to the OS that there has been a hardware change to the disk.
[root@localhost cpn servicel# echo ‘1’ > /sys/class/scsi disk/2\:0\:1\:0/device/ rescan
3. Expand the physical volume.

[root@localhost cpn servicel# pvresize /dev/sdb -v
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4. Extend the size of the logical volume for MySQL operations.

This example shows that we are extending the size of the logical volume by adding 25GB.

[root@localhost cpn servicel# lvextend -L +25G /dev/mapper/application vg-mysql

5. Resize the file system.
[root@localhost cpn servicel# resize2fs /dev/mapper/application vg-mysql
This writes your changes to disk and completes the partition expansion process.
6. Verify the amount of free disk space available.

[root@localhost cpn_servicel# df -h

The output should indicate the increased partition size.
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Overview

If you are setting up a Cloudpath account for the first time, you will be sent an activation code. If you have existing Cloudpath
License server credentials, you can activate an account using those credentials.

Whether you create a new account with an activation code or with legacy Cloudpath credentials, the system binds the Cloudpath
instance to your License Server credentials.

Activate Account by Activation Code

If you have been sent an activation account, enter it on this activation page.

FIGURE 14 Activate Cloudpath Account
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Set a Password for Account

If you have logged in with an activation code, you are prompted to set a password for this account.

1. Your email address should display. If it does not, enter it on this page.

FIGURE 15 Set Password

o
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Password Setup

annai@cloudpath net

2. Enter and confirm a password.

These are the credentials to use for this Cloudpath account.
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Activate Account by Credentials

If you already have a Cloudpath License Server account, you can activate a new Cloudpath account or log in to an
existing account using those credentials.

FIGURE 16 Activate Account With Existing Credentials
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Overview

Cloudpath provides you with a single administrator login for the Cloudpath Admin Ul. Additional administrators can be added
from the left menu Administration tab, or you can enable Administrator logins from your authentication servers.
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System Setup Wizard

After a successful deployment and activation (or login), the system setup wizard takes you through a few steps.

1. Select Server Type.

FIGURE 17 Select Server Type

L) Standard Server (Default)

it this serveris your first server or if a cluster will be initialized from this sener

Add-On Server For Cluster

Replacement Server For Existing Server

this option if this server will import data from an existing sener

In most cases, select Standard Server, the default. This selection takes you through a setup wizard, which prompts you

for the basic information required for an Cloudpath server.

* Ifyou are setting up this server for replication, you can choose to set the server as an Add-On or Replacement
server. These selections provide an alternate set up process, requiring less information for the initial setup. Add-On
and Replacement servers receive most of their configuration from the Master server in the cluster.

* Ifyou are setting up this server to replace an existing server, and you are importing the database from the existing
server, select Replacement Server for Existing Server.

NOTE
For Add-on or Replacement servers, you will not be required to go through the full system setup.
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2. Enter Company Information.

This information is embedded in the onboard root CA certificate.

FIGURE 18 Company Information

I} Company Nams: Anna4d3 Test BVT

i Legal Compary Name: Sample L‘,nrrgam. inc
I Dopartmant Nama IT

i City Wesiminster

| StatelProwincs; Colarado

us

&

i+ Company Domain COmpany.com
i Support Ema SUPPOETompany. com

i ITEmai ni@company.com
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3. Configure the WWW Certificate.

The system is configured to use HTTPS, but does not currently have a valid WWW server certificate. An invalid WWW
server certificate can impact the ability of end-user enroliments, causing 404 errors due to a lack of trust.

FIGURE 19 WWW Certificate for HTTPS

The system i5 confgured 1o uses HTTES, Dut does not currantly have & walkd WYY sarver certificate. An myaild WV senver carricats will mpatt

the abiity of end-usar enrciimants, causng 404 amors dus to a lack of trust. The system can be configured prior ko the WWAW server cerificate beng

+ = onboard.company
instased, bul i $hould e instalied phos 10 aBemplng b enml 35 an end-user

The WWW cedificate may be a wiklcard cerdificale (. comoany.com) or a named cerificate jonboard company.com). The WiWW cenificate must

meaich the DNS name used by the end-users io enmll

To request 3 WWW carificate. you may nead to provide 3 Certicate Signing Request (CSR). 5o, one may ba downloatded balow

Genersie & Cenificate Signing Request (CSR)

s Upload the WWW Cortificad

it | BT IS o on W you Teave e WIAKY Server Cedliicals availanie o uplos

Skip bor now.

You can skip this step for the initial configuration. However, it should be installed prior to attempting to enroll as an end-
user. You can configure the WWW server certificate from Administration > System Services > Web Server service.

Cloudpath supports web server certificates in P12 format, password protected P12, or you can upload the individual
certificate components; the public key, chain, and private key or password protected private key.
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4. Upload the WWW certificate.

FIGURE 20 Upload WWW Certificate

" Upload by PEM Flles

¥ap12 file is not available, you may upload he individual components of the cestificats. All Nies must be in PEM (Easefd) format I the private key is password-probeciad, specity the password too. If the privale

ke 14 ol pastwond-protecied. 2ave e passaard blank.

i’ Public Key (PEM); _CHWHFIK o file chosen
i Chain (PEMor PTbE Choose Fike | Nao file chosen
i A dditianal Chain (Opéiors ) Choose File | Na file chosen
i Additsonal Chain (Opéonal): Choose File | No file chosen
Ll Priva Kay (PEME Choose Fila | Mo file chosen

i Pywnle Key Password:

i Prompt for Password on Bool:

¥ou may uplead 3 server certificats in p12 format To do 50, you mustalso specdy the parsword if the p12 15 parsword protected
L M2 e Chopse File | CloudpathLabww._rtificate.pl2

i M} Password;

Browse to locate and upload the web server certificate and click Next to continue with the system setup.
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5. Select the Default Workflow.

* Toinitialize the system with a sample configuration, select BYOD Users & SMS Guests, or BYOD Users Only. This
creates an initial workflow for BYOD users and sponsored guests (or BYOD users only) that you can use as a
template, or simply add a device configuration and use immediately.

* To create your own workflow, select Start with Blank Canvas.

FIGURE 21 Select Default Workflow

System Setup

The system may be indalzed with 3 typical configuration or inialized blank. Either way, he system may be llly

= BYOD Users & SM5 based Guests.

i Secure S5I0 Name: eng: Annadd

BYOD Usars Only

Start with o Blank Canvas
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6. Configure the Authentication Server.

NOTE

If you selected a Blank Canvas for the default workflow, you are not prompted to set up an authentication
server during the initial system setup.

If you plan to use an authentication server to authenticate end-users or sponsors, we recommend populating the
authentication server information page.

If using multiple authentication servers, additional authentication servers may be added through the workflow or from
the Configuration > Authentication Servers page.

FIGURE 22 Authentication Server Setup

&
In

AD Usemname Attribute: SAM Account Name v

annect to SAM

Use Onboard Database

a) To setup theinitial configuration of the Authentication Server, select and enter the required fields.
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NOTE

See the Cloudpath Quick Start Guide for information about the full list of authentication server supported by
Cloudpath.

b) Consider these optional settings for the authentication server:

* Verify Account Status on Each Authentication - If selected, Active Directory is queried during subsequent
uses of the certificate to verify the user account is still enabled. You must provide the bind username and
password for an authentication server administrator account.

* Additional Logins - If Use for Admin Logins is selected, administrators can log into the Cloudpath Admin Ul
using credentials associated with this authentication server. If Use for Sponsor Logins is selected, sponsors can
log into the Cloudpath Admin Ul using credentials associated with this authentication server.

* Test Authentication - If selected, an authentication will be attempted using the username and password
provided to test connectivity to the authentication server. This test can also be run from the workflow.

7. Setup the Authentication Server Certificate

a) To use LDAP over SSL (LDAPS), the system must know which server certificate to accept for the authentication
server.

FIGURE 23 Authentication Server Certificate

To use Active Directory via LDAPS, the sysiem nesds to know which server centificate to accept for the authentication server,

= Pinthe Current Server Certificate.

et

Upload the Chain for the Server Certificate

b) Select Upload the Chain for the Server Certificate to upload a certificate chain from an issuing CA. You must
specify the common name for the LDAPS server certificate. This certificate does not need to be updated when the
certificate is renewed.

c) Select Pin the Current Server Certificate to use the current server certificate as the trusted certificate. This setting
must be updated if the certificate is renewed.
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Publishing Tasks

After the initial setup tasks, the system finishes the initialization process. When the publishing tasks are complete, the system is
ready to use. The setup information is also emailed to the system administrator for this account.

Cloudpath Deployment Guide
Part Number: 800-71663-001 Rev B 57



Initial System Setup
Publishing Tasks

FIGURE 24 System Initialization Status

Infialzation Task

Create Cenificate Authorities:
Create Certificate Templates:
Create Device Configurations:
Configure Workfiow:

Activate Sponsor Portal:

Publish Enroliment Portal:

Accecs Point Sedup:

25D

RADIUS IR

RADIUS Authentication Por:
RADILUS Accounting Port:
RADIUS Shared Secret:

RADIUS Attributes:

Usar Experience:

End-User Portal:

BYOD:

Guesls:

Administrator Experiencs:

Administrator U:
58

Credantialks:

Status

@ completed.
@ completes.
@ Completed.
& completed.
@ completed.
Q Complated.

e System i ready to handle enrcllments.

The foliowing information wall be necessary 1o configure the access point with the appropriate secure SSID configuration,

eng-Annazdl (WRAZ-Emerprise, AES {CCMP), Broadcast)
anna24g cloudpath. net

1812

1813

nhudvpvgedwpptnTvuw

BYOD Policy Template - VLAN: 1"

Guest Policy Template - VLAN: '1°

End-usars wall use the enroliment portal to activate devices.

hitps rannaZ4s cloudpath. netenrall Annal4 By pervipe /P rodustion

For BYCD, the authentication serves is configured.

BYCD users will be moved onto the secure SSID with VLAN "1 assigned,

Guests will be reguired 1o provide 2 voucher via SMS or email

SMS is one of several mechanisms for handling guests.

Guest users will be moved onto the secure S5ID with WLAN 1" assigned,

hitps :fanna248. cloudpath. net/ admin

The foliowing email addresses have been sent 2 onetime password along with this nformation:
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ToDo Items

On subsequent logins, the Cloudpath Welcome page is displayed. The ToDo Items lists the configuration items needed to
complete the account setup.

FIGURE 25 Cloudpath Welcome Page

Welcome to the Cloudpath ES

Cloudpath ES provides a single point-of-entry for devices entenng the network environment. The Automated Device Enablement (ADE) approach gives network
administrators contred by blending traditional employee-tantric capabilities (Active Directory, LDAP, RADIUS, and Integration with Microsoft CA) with guest-centric
capabilities (sponsorship. email. SMS. Facebook, and more)

Getting Started Todo Nems

Use the left menu tabs to begin seting up your workflow configuration
The Dashboard tab displays reporting information about the enroliments, users
devices, cedificates, and more

* Syskem |0gging is cummently Tunning in debug mode
The Configuration tab allows you to configure and deploy the enrollment workflow, \k
including the look & feel and the device configuration

The workfiow is cumentiy blank. Click Fix to begin adding steps o the

workflow
From the Sponsarship tab, you can manage vouchers and vouc her lists. and
customize the look & feel of the sponsorship portal

From the Cetificate Authonty tab, you can manually generate cenificates, view certificate details. revoke cenificates manage the charactenistics of cerific ates to be
issued. and manage cenificate authorities (CAs)

The Admmstration tab allows you to manage administralor accounts. system services, diagnostics and logs, and system updates

The Support tab provides access to the Quick Stant Guide and several Setup Guides to help with common configurations along with licensing information

To configure Cloudpath, see the Cloudpath Quick Start Guide, and other Cloudpath configuration guides, which can be found on
the Cloudpath Support tab.
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Overview

The Cloudpath workflow engine is a customizable enrollment process that provides more control over who is granted network
access and how they should be provisioned.

When you plan your workflow, you can have a different enroliment sequence for employees and visitors, for personal and IT-
owned devices; adding custom authentication and policy prompts, to allow a separate workflow for each type of user and device
in your network environment.

See Enrollment Workflow Use Cases for an example of the most commonly used workflows.

Workflow Basics

Navigate to Configuration > Workflows.

The Workflow page has 5 tabs across the top.

Use the Properties tab to update the workflow properties and the Enroliment Portal URL Options.
Use the Enrollment Process tab to configure the steps presented to a user to create the workflow.

Use the Look & Feel tab to configure the Cloudpath skin, and to customize the logos, colors, buttons, and images for the
Cloudpath server, the Cloudpath Wizard, and the Download page.

Use the Snapshot(s) tab to view the latest snapshot, the version, timestamp and the notes added to a particular
workflow.

Use the Advanced tab to view the Enroliment Portal URL, Passpoint OSU URL, and the QR code. You can also use it to
Manage Chromebook Setup and for Cleanup.
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FIGURE 26 Workflow Configuration Page

Propartias Enrollment Process Look & Fesl Snapshobis) Advanced
L3
Step 1 Require the user o accept the AUF Welcome Message and AUP F X
Al malches in: | s o  vishory | | EMPloyees | | Parners | + S = X
-
Step 3 Prompt the user for credentials from Test AD ra o @
E3
Step 4 Allmatches in: | % #  YourDevics | | © # | 4 il S .°
»
Step & Prompt the user for a voucher from IT Assets Voucher rd X
-
Step & Send a verification code from Guest Vouchers ra x 0
£
Resull Move user to CloudpathTest and assign certificale using Guest Policy Templat.... Vi

Use the icons along the side to make changes to the enrollment workflow:

* Use theicons on the right side of each step to edit, modify, delete, view the enroliment steps.

Use the Test Server icon ® to verify interaction with an authentication server.

Use the Edit List icon = to label options, to change the order of the selection options in a split, add more options, or
add filters and restrictions.

* Use theicons on the split tabs to modify or delete a specific option.

Modifying a Workflow Template

You can modify a standard enrollment workflow template provided by Cloudpath, or create your own workflow one step at a
time from a blank slate.

To create a workflow from a template using sample data:

1. Go to Configuration > Workflows.
2. Onthe right hand side of the Workflow page select Add New Workflow.
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3. Onthe Create Workflow page, enter a Name and Description.

FIGURE 27 Create Workflow Using Demo Data

Creats P T

Inciude Dame Data? ’ ]

4. Select the check box for Include Demo Data and Save. A workflow template, which contains a typical workflow
sequence, is displayed. The step numbers are shown on the left side of the workflow.

FIGURE 28 Workflow Template

o

Step i | Require the user to accept the ALIP Welcome Message and AUP F X
L |

Step 2 All matches in ¥ Vishors /' = b4
»

Step 3 Prompt the user for credentials from Test AD /"' X F:'
L |

Step 4 All matches in: | % #  Your Davice P E e 7’ X
»

Prompt the user for a voucher from IT Assets Voucher £ X
b |

Result Maove user to Internal network and assign certificate using Client Certificate T... Fa

The workflow template contains basic workflow steps with sample data that can be modified to fit your network plan.

TABLE 2 Example Workflow Template

Step 1 Acceptable Use Policy.

Step 2 Split in the workflow to provide a different sequence of enrollment steps for Visitors, Employees, and Partners.
Splits can be modified for other industries (for example, Students, Faculty, and Guests).

Step 3 An authentication step for domain users, using Active Directory or LDAP.

Step 4 Another split in the workflow to provide a different sequence of enrollment steps for users with an IT device or

a personal device.

Step 5 A prompt for a verification voucher.
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TABLE 2 Example Workflow Template (continued)

Step 6 The final step, which migrates the user to the secure network and assigns a client certificate, is not pre-
populated as this information is specific to your network.

Modify the existing workflow template as needed using the icons on the right side of each step. You can add or remove
steps, change the labeling, create filters on the splits, or modify the authentication server.

Creating a Workflow From a Blank Slate

This section describes how to create a typical workflow from a blank slate. This sample workflow follows the steps provided in
the workflow template.

1. Go to Configuration > Workflows.
2. Ontheright hand side of the Workflow page, select Add New Workflow.

3. Onthe Create Workflow page, enter a Name and Description. Leave Include Demo Data unchecked, and Save.
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4. On the blank workflow page, click Get Started to add your first workflow step.

A selection page opens that allows you to choose which type of step (workflow plug-in) to add to the enroliment
workflow. Every time you add a step, the Step Selection page appears.

FIGURE 29 Enrollment Step Selection

Configurafion = Workflows = Insert Step m m

Which Type Of Step Should Be Added?

&  Dmplay an Acceptable Use Policy (AUP].
IS 3 TEGEIR 1 TH LS00 N0 QU6 TV Iy B3P T acoupiance TIFR S NOTRANY 453 T N A0SSTTanss Ld PORCY | ALIT] F OG-S Banks agrasman {ELILA,

D Authenticate to s irsdbonsl authenticalion served

Proms TH LSS0 11 JUTHESCES 10 3 AZBv DIFGCIry Sanar, and LOAR caremr, RADILE oF 3 SAML wenar

Ask the user bo name their device

PIOMES Tl UG 11 DROWS0E 3 ML T TG 0908, T I QR 10 Pt OF CNEE [FavA0uily SO ORw'0Re. ‘mmsu;;mmmmmlmwaﬂa T Tl (TLRIELETE TRETEDGT OF CONCE TR E et

Ask the user about concurment certificabes

b‘mﬂnﬂ'armmm ko] S IROTRG T &3 I vEed T My %ﬂmm 6 (PRI O PRy DT Wi ITiRPBT SRTeldr OF SRl o Crmicaes

a Epht users into different branches.

Croaies 3 Branch o 0 7 IS SO [Focess . TIN CaF ACOU | 1] ekuany Oy oheng Me (530 Mas 3 Secsan oF (2) 1 S 0o ulrvarleany Daed O Ors Faocsaied Witk S0 opRor. Fir Srampis. 3 L T aloe TeeT
TRy e e FETRaGh 3 e Erocess T 3 uver sl ssheol 10 2070% 26 an TEmpiayee” Lsmanbe. N Andnokd devioe May e presenies J Sferer ennsirmer] sequence Fan 3 Windost oevioe

'+ Budbentcate to a third-party.

Promgs e uar 10 el v 2 vanesy of Feet-fary SOwroes. THi mokunes Iiarmal DL Sarvans 35 el 26 PUD: CHMUT Saraa, il 2 Facanods. Lnoedin, and Googi

1] Aulhentcate wming a vouchet from 4 sponsor
QTR T LR 10 TR 2 WSS [RSWIOURTY FRCAIVRS SO 3 GRONe TTR SONTED JERer TR T WL via e SIS POng, Typeiay (ke e e BTG I

0 Peifom oul-of -t vedficstion

SaNOE T LS 3 DOGE Vi ST Or SIS 0 wakome e oy

[+ Request scoess From a sponsoc
FEOMQIE Vel LGl T 3 SE0RAN S LI SIEGS I O RTS8 GRORAT TTe {EWSRIr 23 LAl O AEE TS TRquse] o IS IROMRy S

@ Registerdevice for MAC-based authentication.

FECRERSE T LUAL 3307 00% OF Pl (00WACE I WAL UMartoann Dy MAJND TTRE i 18a0 B WD [Imary Jed Cikit (1) 2 Rl e 350 O T LT 500 W0 Fe WAL Saiihed 00T OF (T 10 FoRiled 3 38V Wt 6§
JETENG deoR, b 3 PEX-OIad SE0. i 206 DXees, T8 AT aridress will 08 COPRURed Jnd T oon Wil D DT anoess. T 2 onbgurais paniod of sme

@ Display s mesiige
CHERIYE 3 MEEEI00 10 T8 LCEr 23D 4 3 NgW DUion 10 OB

V] Redirect the user
Firer T R 1 3 pecibec EVMNTEN UFL T may e ue i asenbos e aeer i e captve o of e eeardng 550

4 Prompt the uses for information

Cvsgiayt 3 Dromgd Soneen &tin CusiDiTane dro onsry S

Audhertcate vis a shared passphiase.

Eroeniis T Ui BF 3 LEEGNE S SN rThes 1 16 SoTecs Au\a’aﬂwﬂu.ﬂuuwmﬂnxmmmtﬂt o N SIS T e TSINTLIS

@ Genemate a Ruckus DF 5K

(eneraien 3 DESE vl 3 Fumiin WAk LTEeT

[+] Eend a notification
Gerar ek 3 PRGN J0Ou Ta ST ST WOPRCION GG Miude SR DAIT METT AP yRiig M e TREE A0 s RIS 1 T Snd-se

Cloudpath Deployment Guide
Part Number: 800-71663-001 Rev B 65



Enrollment Workflow
Creating a Workflow From a Blank Slate

Acceptable Use Policy

Step 1 in the workflow requires the user to agree to an Acceptable Use Policy (AUP).

1. Select the button for Display an Acceptable Use Policy (AUP).
Select A new AUP created from a standard template.
On the Add Acceptable Use Policy page, enter the Reference Information and Webpage Display Information.
The Webpage Display Information is the what the user sees during the enrollment process.

FIGURE 30 Add Acceptable Use Policy

[} Mame:

i Description:

i Page Source: Standard Template -

[ Title:

i Meossage:

i Dottom Label:

i Checkbox Default State: "

i Acceptance Checkbox Label: gree to i i Eila' t
i Checkbox Highlight Color: FCFFB3 Reset Default

i Continue Button Label;

4. Choose Standard Template as the page source and check the Checkbox Default State box to specify that the default
setting is the acceptance of the AUP. Click Save.

Cloudpath Deployment Guide
66 Part Number: 800-71663-001 Rev B



Enrollment Workflow
Creating a Workflow From a Blank Slate

The Workflow page displays the enrollment workflow with the AUP acceptance as the first step.

User Type Split
Step 2 in the workflow prompts for the type of user access.
To create a User Type prompt:

1. Insert a step above the Result: step in the enroliment workflow.
2. Select Split users into different processes.

3. Select Use an existing split and choose User Type (a pre-existing split). The User Type split creates a prompt to select
either the Employee User Type or the Visitor User Type. These labels can be modified.

The Workflow page displays the enrollment workflow with the User Type option after the AUP step.

FIGURE 31 Workflow with User Type Split

roperties Enroliment Process Look & Feel Snapshot(s Advanced
=
@ the user to accept the AUP Acceptable Use Policy F X
=B
Allmatches In® | % #  Guests oynes 7, X
-
esult Assign a device configuration and/or certificate r

Authentication to a Local Server

Step 3 in the workflow authenticates a user against a Corporate AD server.

You can run the authentication test at any time from the workflow, or from the Administration > Advanced > Authentication
Servers page.

1. Select the Employee tab in Step 2 of the example enroliment workflow.

2. Insert a step above the Result: step in the enrollment workflow.

3. Select Authenticate to a local server.
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4. Select Define a new authentication server. The Add Authentication Server page opens.

FIGURE 32 Add Authentication Server

D Username Attribiite: SAM Account Mame .

Enter the Reference and Active Directory Information .

6. (Optional) To test connectivity to the authentication server, select the Run Authentication Test box, and enter a Test
Username and Password.

7. (Optional) To allow users from a specific group to log in to the Cloudpath Admin Ul as administrators, check the Use for
Login Admin box and enter the Admin Group Regex for the authentication server group.

8. Click Next.
Select Use a new webpage created from a standard template.

The Create Credential Prompt page opens.
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Device Type Split
Step 4 adds an enrollment step prompts the user to select a personal device or a company-owned (IT- asset) device.

1. Insert a step above the Result: step in the enrollment workflow.
Select Split users into different processes.

3. Select Use an existing split and choose Device Ownership. The Device Ownership option prompts the user to select
either Your Device or Company Device. These labels can be modified.

NOTE

111

Use the Edit List icon to customize the split option labels.
The Workflow page displays your enrollment workflow with the Device Ownership option after the user
authentication step.

FIGURE 33 Workflow with Device Ownership Split

Properties Enroliment Process Look & Fee Snapshol(s) Achvance
[
Require the user to accep! the AUF Welcome Message and AUP Fa X
ES
Slep 2 All matches Ir 1Use X & Employees . 7 X
£
Prompt the user for credentials from Annad3 Test BVT AD S x B @®
=
Step 4 All matches 5 < J# Company Device ,. X
=
send a verification code from IT Assets & W
=
Resuli love user to Secure Internal Netw... and assign ceriificate using Client Certificate T... 7’

Create a Filter in the Device Type Split
When creating splits in the workflow, you can set up a filter so that only certain users see this enrollment step.

For example, create a filter in the Device Type split that allows only users in a specified Active Directory group (ex. BYOD App) to
receive the option for personal devices. Users that are not in the BYOD App AD group do not have the option to enroll personal
devices and do not receive the Device Type prompt during enroliment.

1. On the Enrollment Workflow page, locate the step with the Device Type prompt. In this example, it is Step 4.
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70

On the right side of the step, click the Edit List icon to open the Selection Options page and edit the Your Device
option. This opens the Modify Step page, which allows you set up filters for this split in the workflow.

FIGURE 34 Modify Step - Filters and Restrictions

W

' e
Filters & Restrictions

The following settings control which user

users meeting the critena will have ecbess 10 th

User-Based Filters

Lo

Group Name Patiern:

Username Pattern:

User DM Pattern

Email Pattern:

Operating System Patiern:

User-Agent Pattern:

Language Pattern:

MALC Registration List

zation-Based Filters

Location Patbern:

Allowed |Ps:

Blocked |Ps:

Mate hes

Matc hes

Matc hes

Matc hes

Matc hes

Matc hes

Iatc hes

Mats hes

Matc hes

Filters Based On Web Authentication Cerfificate

Common Name Patiern

|ssuer Pattern

Template Pattern:

Expiration Date:

Other Filters

Voucher List Mame:

Mate hes

Mate hes

Matc hes

Expires Within

Matc hes

s to this option. If criters is specified below, only
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In the Filters & Restrictions section, in User-based Filters, enter a regex to matches the BOYD APP in the Group
Name Pattern field. Cloudpath also supports Device-based, Location-based, Web authentication, and Voucher List

filters.
This filter only allows users that match the BYOD APP AD group name pattern to view the Personal Device user
prompt. Users that are not in the BYOD APP AD group cannot enroll personal devices on the network.

NOTE
To see a list of available group names, return to the workflow and run a test on the Authentication Server. The

test results show all of the different username patterns for the user.

Prompt for Voucher

Step 5 adds a voucher verification step for authenticated employees with IT-assets. To create this authorization prompt:
1. Select the Employees tab in Step 2 and the Company Device tab in Step 4 of the workflow.

2. Insert a step above the Result: step in the enrollment workflow.
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3. Select Authenticate via voucher and Create a new Voucher list.

FIGURE 35 Create Voucher List - Format and Notification Fields

Configuration > Workflows > Insert Step m m m

Display Marne ‘Wb her List

Descriphon

AP 1D Crpiint - ID5D-A3EA- 4004 BF F -SOCDF TIACDFD
Langth 4

Characers aiphabetc (Lowertase) v

Dhetaalt Valicity Length. 7

Dutalt Rowes Count Cnce (One-Time-Password) ¥

Dretmalt Days of Access 1+

Maxirmun Days of Access T

Requere Username ftatoh

Email Subject

Emadl Body

SME Subject

5 5 Body
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4. Onthe Create Voucher List page, enter the voucher specifications for the Employees with Company Devices workflow.

Format - Describes voucher characteristics and validity.
Notification - Set up the template for emailing the voucher or sending as an SMS message.
Sponsorship - Use this section to configure the Sponsored Guest Access feature.

Initial vouchers - Create one or more initial vouchers.

FIGURE 36 Create Voucher List - Sponsorship, Fields Displayed, and Initial Vouchers

Show and requing eniry. ¥

Show ¥
Show ¥
Sher v
F— Show b
how v
Do Aot shaw v
Do not ahow v

5. For the voucher prompt, select Create a new webpage from a standard template.

6. On the Create Voucher Prompt page, enter the data for the voucher prompt and Save.

The Workflow page displays your enrollment workflow with the Device Ownership option after the user authentication step.
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Device Configuration and Client Certificate

A device configuration is a group of settings containing a single configuration per operating system. This configuration
determines the settings and behavior required to move the device from the onboarding SSID to the secure network.

The last step in the workflow is to migrate the user to the secure network and assign a client certificate.

Device Configuration

1.
2.

74

On the right side of the Result step, click the Edit icon.
Select A new device configuration.

On the Add Device Configuration page, provide a name for the device configuration. This is the name a user sees in the
device Wi-Fi networks list.

Select Wireless Connections (the default) and enter the SSID of the secure wireless network.

FIGURE 37 Configure SSID

Select the connection method{s) this device configuration supports:

s Wireless Connections
L 53Dz TestSsiD
I Authentication Style: Client Certificate [Recommended] ~
I I= this S5ID Broadcasi? Yes, the SSID is broadcast L
Wired 802.1X Connections

Set the Authentication Style:

* Select Client Certificate for TLS network configurations

*  Select PEAP for PEAP/MS-CHAPV2 network configurations

*  Select Static Pre-Shared Key for PSK network configurations

*  Select Ruckus DPSK for a Dynamic Pre-Shared Key network configuration on a Ruckus controller
Leave the default Broadcast setting and click Next.

Specify Conflicting SSIDs.

This setting prevents the device from roaming away from the secure SSID to any open SSID in the area.
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8. Select the operating system families and versions that to support within this device configuration.

You can restrict a particular version or service pack level after the device configuration is created.

FIGURE 38 Select OS Versions

Cloudpath supports a wide array of operating systems. Select the operating systems below that you wish to support within this device configuration. The

following operating systems are automated, requiring minimal user intaraction

i0S Versions: 05 6 and Newer ¥

Android Versions: Android 4.0.3 and Mewer ¥

Windows [xBExG4) Versions:

Windows XP and Mewer v

Mac 0% X Versions Mac OS5 X 10.7 and Newer ¥

Chrome Versions:

Chrome 51 & Greater ~

Linux Versions:

Ubuntu 12.04 & Fedora 18 and Newer ¥

i Windows Mobile Versions Mone ¥

These operating systems are reguire user interaction to configure, Online instructions will ba provided 1o the user

i Generic S
i Blackberry .
i Windows RT S
i) Windows Phone 8+ '

9. Select Client will authenticate to the onboard RADIUS server.
10. Configure additional settings for the device configuration.

A more comprehensive list of additional settings is available after the device configuration is created.

Continue to the next section to select the client certificate template with the appropriate user policy.

Client Certificates

The final step in the enrollment workflow is to migrate the user to the secure network and assign a certificate to the user device.
This section describes how to specify which certificate template to use when assigning a client certificate to the user device.
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You can set up different certificate templates for different user types. An employee or staff certificate template might be valid for

120 days, and a guest template might be valid for 1 day or until the end of the week.

After you set up a device configuration for the workflow, you configured and assign a new certificate template.

76

1.

2
3.
4

Select A new certificate template.

Select Use an onboard certificate authority.

Select Use an existing CA. Choose the default Root CA that was created during the initial system setup.

Set up the Client certificate template. This template is used to issue a certificate to the client device.

FIGURE 39 Client Certificate Template

Username Decoration =

Configure Advanced Options
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Select or enter a Username Decoration. The decoration of the username within the certificate allows RADIUS policies to
be applied appropriately.

The domain for the Username Decoration fields is taken from the Company Information that was entered during the
initial account setup. Go to Administration > Company Information to change the default domain.

Grant access for the appropriate amount of time.

For example, you might have a client certificate template for a guest user that is valid for one, or a few days, another for
a contractor that is valid for 6 months, and one for employees that is good for a year.

NOTE

To configure pattern attributes, certificate strength, and EKUs, check the Configure Advanced Options box
before you click Next.

Select any email notifications to be sent to the user related to the life-cycle of the certificate.
Additional certificate notifications can be configured after the template is created.

Optional. Enter RADIUS Options to assign a VLAN ID or Filter ID to certificates that use this template. These settings
only applies if you are using the Cloudpath onboard RADIUS server.

Click Next. The completed workflow shows all enroliment paths. The last step shows the device configuration which is
applied to the user device and the certificate template being used to assign a certificate to the user device.

FIGURE 40 Completed Workflow

Step 1 Require the user to accept the AUP Welcome Message and AUP ra b
Step 2 All matches in X & Vishors | |Employ - S = W
Step 3 Prompt the user for credentials from Test AD 5 A O]
Step 4 All matches in ar Davic S Company Devica ra *
Step 5 Prompt the user for a voucher from IT Asset-Voucher F X
Result Move user to Security Internal Me... and assign cerificate using Client Certificate T... s

After you have finished configuring a enroliment workflow, create and deploy a snapshot of the workflow configuration to test
before deploying to users.

Publishing the Enroliment Workflow

A workflow is published using Snapshots. A snapshot is a version of a workflow configuration. You can create and maintain
multiple versions of each configuration. However, only one snapshot can be active at a time for each workflow.
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The Workflow list contains status of the workflow (published or unpublished), the Enrollment Portal URL where a configuration
is deployed, and the last published time for each workflow configuration.

FIGURE 41 Publish Workflows

Configuration >~ Workflows
Warkfovwes Stanis Pubilisihed URL
U ] Bruilding & Lobiry with Guest &cress : Unpublished lerroliRegression/BLDG-A-Lobby
ﬁ BLDG B Emplopes Aicess = Unpubished tersclReghemmon'SponsoredGuest. JRY
O Richaral_Test @ mashed 5] ienrobRagression/Fickani,
ﬂ. Sponsored Gues R ' Published E enfolRegression’Sponsonsd- Guest-JR.
O Employaes with Personal Deviess BYOD = Unpiished ferrclFegression EmpioeemdnPersonaDeviess By 00/
ﬁ Employee | T ssaet . Published E FenrolfRecresson/Employeel TAasey
ﬁ Pomary Worldow . Published EJ enrolfR sgression/Producion
Propesties Enrcllment Process Loak & Fesd Snapsh Agvanced
=<
Step 1 Require the user to accept the AUP Welcome Message and AUP
L
Step 2 Allmatches i | % 2 Your Device n
=
Hep 3 Prompt the user for credeniials from Test AD
=
Stinp 4 All matches in % & YourDevice Ty Ly
™
Result Assign a device configuration andfor certificate

Add Workdiow e

Last Pubdish Time

20170413 1795 GMT

2 TO413 1735 GMT

ST 1TIS GMT
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S x B ®
FF E X E
y

When you publish a workflow, this creates a snapshot of the workflow configuration. To publish the workflow:
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1.

Navigate to Configuration > Workflows tab.
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2. Onthe Workflow configuration page, click the Publish icon next to the workflow to publish.

FIGURE 42 Create New Snapshot

Create New Snapshot? = |

B Are you sure that you want to create and activate a new snapshot?

o

The URL below will be used by end-users during enrollment. It is important that this URL is
correct for communication from the end-user to the system. Also, if HTTPS, it is important that
the web server certificate and DNS are properly configured. Incorrect setup of this URL may lead
to 404 NOT FOUND errors during enrollment. If the end-user is accessing the system through a
load balancer, this most likely should be the DNS handled by the load balancer.

URL: https://newui.cloudpath.net/enroll/Regression/MewWarkflow/

I#| Remove oldest inactive snapshot if 5 exist.

Cancel Create

3. Select the Wizard version to use for the new snapshot. The Cloudpath Wizard is the application provided to users to
automate the enrollment process.

4. Verify the Enrollment Portal URL for the snapshot.
5. Click Create.

It takes a few minutes to build the deployment package. During this process, all Cloudpath workflow branches are pulled in by
the Cloudpath system and bundled as one configuration.

How to Test a Published Workflow

Test the enrollment process for the active workflow snapshot using the Enroliment Portal URL. The Enrollment Portal URL
provides access to the user enrollment process, which contains the workflow and if applicable, the Cloudpath Wizard.

1. Navigate to the Configuration > Workflows page.
2. Onthe workflow list, select the workflow to test.

3. Click the Enrollment Portal URL. Be sure that the snapshot you want to test is the active snapshot (green icon).
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Overview

This section describes how to configure the Ruckus Zone Director, SmartZone, and Unleashed controllers to integrate with the
Cloudpath system.

The screen shots and corresponding instructions in this manual are based on the following Ruckus Controller versions:
* ZoneDirector 10.1.1
*  Virtual SmartZone 3.6.0 (High Scale)
* Unleashed 200.6

If you are using different versions of any controller, please consult your controller documentation because you may encounter
some differences in the user interface.

Setting up Cloudpath as an AAA Authentication
Server

Create an AAA authentication server for the Cloudpath onboard RADIUS server. The following images show this configuration on
the Ruckus ZoneDirector, SmartZone, and Unleashed controllers.

On ZoneDirector, go to Services & Profiles > AAA Servers. On SmartZone, go to Services & Profiles > Authentication. On
Unleashed, go to Admin & Services > Services > AAA Servers > Authentication Servers.
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FIGURE 43 Create AAA Authentication Server on ZoneDirector
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Backup RADIUS
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Shared Secret"
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Retry Policy
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FIGURE 44 Create AAA Authentication Server on SmartZone

Create AAA Server

General Options

I
* Name: | Lab AAM Auth |

Description: |

* Type: (@) RADIUS Active Directory LDAP

Backup RADIUS: [ ] Enable Secondary Server
Primary Server

* 1P Address: | 72.18.151.56 ]

* Port: | 1812 |
* Shared Secret: | sesaan |

* Confirm Secret: | seeses |

User Role Mapping
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FIGURE 45 Create AAA Authentication Server on Unleashed

Create New

Name | Annad43Unleashed
Type Active Directory = RADIUS = RADIUS Accounting

Encryption LS

Auth Method = PAP. CHAP
Backup RADIUS Enable Backup RADIUS support

IP Address® | 192.168.5.43

Port® | 1812
Shared Secret”

Confirm Secret” | esseae

Retry Policy
Request Timeout® 3 seconds
Max Number of Retries® | 2 times

OK Cancel

Enter the following values for the Authentication Server:

1. Name

2. Type =RADIUS

3. Auth Method (not applicable for SmartZone) = PAP

4. IP address = The IP address of the Cloudpath ES.

5. Port=1812

6. Shared Secret = This must match the shared secret for the Cloudpath ES onboard RADIUS server. (Configuration >

RADIUS Server).

7. Leave the default values for the remaining fields.

Creating AAA Accounting Server (Optional)

Use the same process to create the AAA Accounting Server.

NOTE
To navigate to the correct screen on Ruckus SmartZone, go to Services & Profiles > Accounting.
Enter the following values for the Accounting Server:
1. Name
2. Type = RADIUS ACCOUNTING.
3. IP address = The IP address of the Cloudpath ES.
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4. Port=1813

NOTE
The Authentication server uses port 1812. The Accounting server uses port 1813.

5. Shared Secret = This must match the shared secret for the Cloudpath ES onboard RADIUS server. (Configuration >
RADIUS Server)
6. Leave the default values for the remaining fields.

Running Authentication Test

You can test the connection between the controller and the Cloudpath ES RADIUS server.

Follow the instructions for the applicable controller. For the possible results, see Possible Results from Authentication Test.

ZoneDirector

At the bottom of the AAA server page, there is a section called "Test Authentication/Accounting Servers Settings." The Test
Against field should be Local Database, as shown below. Enter a test User Name and Password, then click the Test button.

FIGURE 46 Authentication Test on ZoneDirector

Test Authentication/Accounting Servers Settings
You may test your authentication server seftings by providing 2 user name and password here. Groups 1o which the user belongs will be returmed and you can use them 1o configure
the role

TestAgainst | Local Database v

Usermname

Password Show Password

Test

SmartZone

When you save a configuration for an AAA Authentication server in SmartZone, you can click the Test AAA tab at the top of the
screen, select the server from the drop-down list, enter your credentials, then click the Test button.
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FIGURE 47 Authentication Test on SmartZone

Test AAA Servers

* Name: | Jeff AAA Auth vSZ v |

* Protocol: {é} PAP -:::ICHAP

* User Name: | bob |

* Password:

Show password

Test Cancel

Unleashed

Enter the test credentials on the Test Authentication Servers Settings tab, then click the Test button.

FIGURE 48 Authentication Test on Unleashed

Authentication Servers | Test Authentication Servers Settings

You may test your authentication server settings by providing a user name and password here. Groups to which the user
belongs will be returned and you can use them to configure the role.

Test Against ‘ Anna43Unleashed v

|
User Name ‘ I
|

Passwurd‘ | Show Password |

- Test

Possible Results from Authentication Test

If you run the authentication test, you receive one of these responses:
. Failed! Connection timed out

o Failed! Invalid username and password

Cloudpath Deployment Guide
86 Part Number: 800-71663-001 Rev B



Ruckus Controller Integration for Cloudpath
Creating Hotspot Services

o Authentication Failed

The only one of these responses that means that connectivity was established is:

Failed! Invalid username or password

Creating Hotspot Services

You can configure the Hotspot Service on the ZoneDirector, SmartZone, or Unleashed controllers.

1. Navigate to: For ZoneDirector, go to Services & Profiles > Hotspot Services. For SmartZone, go to Services & Profiles >

Hotspots & Portals > Hotspot WISPr. For Unleashed, go to Admin & Services > Services > Hotspot Services, then use
both the General tab and the Authentication tab, as instructed later in this section.
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2. Name the Hotspot Service.

FIGURE 49 Create Hotspot Service on ZoneDirector
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FIGURE 50 Create Hotspot WISPr on SmartZone

Create Hotspot Portal "
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Redirection v

Smart Client Support: (@) None () Enable () Only Smart Clisnt Alloveed

Logon URL: () Internal (@) External

* Redirect unauthenticated user to the URL for authentication: | hutps:/ /training.cloudpath.net/enrolll Tratning Test / Produc

* Rediroctod MAC Format: | A4:B8:CC:DOEE:FF '

Start Page: After uter iz authenticated,
©) Redirect to the URL that user intends to visit. () Redirect to the following URL:

HTTPS Redirect: [v] If enabled, the AP will try to redirect HTTPS requests to the hotspot portal

User Session v

* Session Timeout: [ 1440 | Mieutes (2-14400)

" Graco Period: 60 | Minutes (1-14399)

Location Information v
Location 1D: | example: isocceus,cen 1 ace 308, network=ACMEVTSP_Nevarkdirporn)
Locatipn Name: [ :(w:ﬂm.ﬁ:w_l#}m_ﬂ_ﬂmﬁmeﬂl
Walled Garden I

|
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FIGURE 51 Create Hotspot Service on Unleashed - General Tab

Create New

General | Authentication = WalledGarden Policy

Name | Annad3HS

Redirection

WISPr Smart Client Support @ None () Enabled () Only WISPr Smart Client allowed

Login Page Redirect unauthenticated user to| hitps:/fanna43.cloudpath.net/e | for authentication

Start Page After user is authenticated,

o redirect to the URL that the user intends to visit.

redirect to the following URL: |

User Session

Session Timeout (X

Terminate user session after I 1440 | minutes

Grace Period Allow users to reconnect without re-authentication for | 30 | minutes

Intrusion Prevention ¥ Tempoerarily block Hotspot clients with repeated authentication attempts.

-
|
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FIGURE 52 Create Hotspot Service on Unleashed - Authentication Tab

General | Authentication | WalledGarden

Policy

Authentication/Accounting Servers

Authentication Server | Anna43Unleashed v “ Create New

¥ Enable MAC authentication bypass(no redirection).
® Use device MAC address as authentication password.

Use |

MAC Address
Format

Accounting Server | Annad3UnleashedACCT v || Create New |

| as authentication password.

AABB:.CC.DD:EEFF

v

Send Interim-Update every | 10 ‘ minutes

Wireless Client Isolation

Isolate wireless client traffic from other clients on the same AP,
Isolate wireless client traffic from all hosts on the same VLAN/subnet.

No WhiteList

v ‘ | Create New

Reaniiirec whitelic far matoiar g 3 sl vuad hacte
requires whitelist for gateway and otner aliowed hosts. )

Location Information

Location ID | | (.01, OGS €651 AE=4D8 neOrk-ACMEWISP

Location Name |

Point the unauthenticated user to the Cloudpath Enroliment Portal URL, which can be found on the Cloudpath
Admin Ul Configuration > Workflows page, in the Workflows table.

Check Redirect to the URL that the user intends to visit.

Select the Cloudpath RADIUS Authentication Server. Applicable only for ZoneDirector and Unleashed
(Authentication tab) in this screen.

Select Enable MAC authentication bypass (no redirection). Applicable only for ZoneDirector and Unleashed
(Authentication tab) in this screen. Selecting this field allows users with registered MAC addresses to be transparently
authorized without having to log in.

For MAC Address Format (which appears when you select Enable MAC authentication bypass (no redirection) in the
preceding step, it is recommended that you select the following option from the drop-down list: AA:BB:CC:DD:EE:FF

Select the Cloudpath RADIUS Accounting Server. Applicable only for ZoneDirector and Unleashed (Authentication
tab).

Leave the defaults for the remaining settings. Click OK.
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Setting Up the Walled Garden

Perform the following steps to add a walled garden configuration to your existing Hotspot Services configuration:

1. Navigate to: For ZoneDirector, go to Services & Profiles > Hotspot Services. For SmartZone, go to Services & Profiles >
Hotspots & Portals > Hotspot WISPr. For Unleashed, go to Admin & Services > Services > Hotspot Services.
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2. For ZoneDirector and SmartZone, use the edit function on the existing Hotspot Services configuration, then scroll to the
Walled Garden section and expand this section. For Unleashed, click the WalledGarden on the existing Hotspot

Services configuration.

FIGURE 53 Walled Garden Configuration for ZoneDirector

= Walled Garden

& Advanced Options

Unauthentic ated users are aliowed 1o access the following destinations

(e.g. *.mydomain.com,mydomain.com, . mydomain.® 1§2.168.1.1:80, 1921651
Order Destination Address Action
1 72.18.151.76 Edit Clone

Create New

@ Restricted Subnet Access

124 or 192.162.1.1.:2024)

B
FIGURE 54 Walled Garden Configuration for SmartZone
Walled Garden
Walled Garden: * Walled Garden Entry + Add Impori CSV v || % Cancel
Walled Garden Entry
72.18.151.76
e follo g de ations
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FIGURE 55 Walled Garden Configuration for Unleashed

Edit X
General Authentication | WalledGarden | Policy

Unauthenticated users are allowed to access the following destinations:

Order Destination Address Action
Create New & Advanced Options | Delete |

Lo

Include the DNS or IP address of the Cloudpath system, then click OK.

4. Optionally, there are some domains that you can add to the walled garden on all controllers to:

*  Prevent the Apple CNA mini-browser from appearing on Apple devices.

* Avoid being blocked or slowed when attempting to download the Cloudpath wizard.

These recommended destinations for the walled garden are:

L R

.ggpht.com
.play.googleapis.com
.play.google.com
.android.clients.google.com
.www.googleapis.com

.gvtl.com
.connectivitycheck.android.com
.gstatic.com
.clients3.google.com

Creating the Onboarding SSID

To configure the onboarding SSID, navigate to: For ZoneDirector and SmartZone, go to the Wireless LANS section of the controller
Ul; for Unleashed, go to Wifi Networks to create the WLAN.

1. Name the SSID.
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2. Type=Hotspot Service (WISPr).

FIGURE 56 Onboarding SSID Configuration on ZoneDirector

Ruckus Controller Integration for Cloudpath
Creating the Onboarding SSID

Create WLAN

General Options

Encryption Optiona

Opticns

Advanced Options

Name
ESHD
Desecription:
WLAN Usages
Type:
Authentication Options
Mathod:

Fa31 BES Tranaston:

HOISpot SHnices:

Pricity:

a 1 55
SLNANrd USIge  Far moat reguiss wirnis ratedr saages
QuirSt ACCESS  pDori 2o asn DOBSiPS 850 BECHNN £ Ol will B4 Bpcded

= Hotspot Service (WISPr)
Hetspet 2.0

802 1x EAP MAC Acdress 802 1x EAP + MAC Agdress

= Ophn

e s enably 3

Enabie 802,117 FT Roaming (Recome

WA WA e WP 58 (20 by

Lab Hotspot Services | Create New
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FIGURE 57 Onboarding SSID Configuration on SmartZone

Create WLAN Configuration
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FIGURE 58 Onboarding SSID Configuration for Unleashed

Create WLAN X

* Name: | Annad3UnleashedQB

Usage Type: Standard for n
Guest Access guest access p
s) Hotspot Service known as WISP
Social Media authenticate thrc
WeChat

Hotspot Services: | Annad3HS v || Create New

Show Advanced Options P “ Cancel

Authentication Options Method=Open for ZoneDirector, MAC Address for SmartZone. (Not applicable for Unleashed.)

4. The checkbox next to MAC Authentication (SmartZone only) called "Use user defined text as authentication password
(default is device MAC address):" can be left unchecked.

5. The MAC Address Format (SmartZone only) recommended selection is: AA:BB:CC:DD:EE:FF. This is the default for most
RADIUS servers.

Encryption Options Method=None (ZoneDirector and SmartZone).
Select the Hotspot Service from the drop-down list that you should already have created in a previous step procedure.
Enable the Bypass CNA feature as follows, depending on the controller:
*  For SmartZone: Check the box to enable "Bypass CNA," as shown in Figure 57.
*  For ZoneDirector, after you finish configuring the onboarding SSID, refer to Figure 59 on page 98.
*  For Unleashed, after you finish configuring the onboarding SSID, refer to Figure 61 on page 99.
9. Select the Cloudpath RADIUS Authentication Server (SmartZone only).
10. Select the Cloudpath RADIUS Accounting Server (SmartZone only).
11. Leave the defaults for the remaining settings and click OK (or Apply).
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Enabling Bypass CNA on ZoneDirector

It is recommended to enable the "Bypass Apple CNA Feature," which you can do globally for wireless LANs in ZoneDirector.

1. In the Wireless LANs main screen, click on Bypass Apple CNA Feature, as shown in the following figure:

FIGURE 59 Enabling the Bypass Apple CNA Feature Globally on ZoneDirector

Wireless LANs ViewMode: | List | Group
120 = o < +Create | #Edt | [ [ Delete Search (o s BURF. |
- System Name ESSID Authentication Encryption Status

Default
e Lab Onboard SSID Lab Onboard SSID open none Enabled
HQ1-Jeft HQ1-Jel 802.1x-eap wpaz Enabled
dpsk test dpsk test open wpa2 Enabled
eng-PEAP eng-PEAP 802 1x-eap wpaz2 Enabled
Jeft PSK Jeft PSK open wpa2 Enabled
Lab Secure SSID Lab Secure SSID 802.1x-eap wpa2 Enabled

1-6 of & shown n

VIANPooiing  ZeroIT Activation  Dynamic PSK Balch Generation  Bypass Apple CNA Feature  WebPortalLogo  Events/Activities

Bypass Apple CNA Feature -

Select any of the following authentication mechanisms that you want to bypass Apple Caplive Network Assistance (CMA) on IDevices and OS X machines.

Web Authentication Guest Access # Hotspot service Social Media WeChat

Apply

2. Inthe "Bypass Apple CNA Feature" area of the screen, check the "Hotspot service" box.

3. Click Apply to enable the "Bypass Apple CNA Feature" globally on all Wireless LANs that are configured as type "Hotspot
Service (WISPr)."
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Enabling Bypass CNA on Unleashed

It is recommended to enable the "Bypass Apple CNA Feature," which you can do globally for wireless LANs in Unleashed.

1. In the WiFi Networks main screen (see figure below), click Edit.

FIGURE 60 Clicking the Edit Button Brings you to Global Configuration

—3 WiFi Networks Total 6 Disabled 0 v

Traffic: 0.00 MB

Edit Data duration | 1 hour v

Summary - Total 6 WiFi Networks
Summary
0 (0 0 ’
Clients Traffic & WiFi Network(s) enabled, 0 WiFi Network(s) disabled.

2. Inthe Global Configuration screen that pops up, click Bypass Apple CNA Feature.

FIGURE 61 Enabling the Bypass Apple CNA Feature Globally on Unleashed

Global Configuration x

Zero-IT Activation [ Bypass Apple CNA Feature | Default Web Portal Logo = Users

Select any of the following authentication mechanisms that you want fo bypass Apple Captive Network Assistance (CNA) on
iDevices and OS X machines

Web Authentication ] Guest Access @ Hotspot service » Social Media (1 WeChat

3. Inthe "Bypass Apple CNA Feature" area of the screen, check the "Hotspot service" box.

4. Click Apply to enable the "Bypass Apple CNA Feature" globally on all Wireless LANs that are configured as type "Hotspot
Service (WISPr)."
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Creating the Secure SSID

To configure the onboarding SSID, navigate to: For ZoneDirector and SmartZone, go to the Wireless LANS section of the controller
Ul; for Unleashed, go to Wifi Networks to create the WLAN.

100

1.

A WD

Name the SSID.
Type=Standard Usage.
Authentication Option Method=802.1x EAP.

Encryption Option Method=WPA2 (not applicable for Unleashed once the 802.1x EAP authentication option method is
selected).

Encryption Option Algorithm=AES (not applicable for Unleashed once the 802.1x EAP authentication option method is
selected).

Select the Cloudpath RADIUS authentication server.

Select the Cloudpath RADIUS accounting server (required only if you are using Cloudpath onboard RADIUS Accounting
and Connection Tracking). Note: For ZoneDirector, you need to expand the Advanced Options section of the screen to
locate the drop-down selection for the accounting server.
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8. Leave the defaults for the remaining settings and click OK.

FIGURE 62 Configure Secure SSID on the ZoneDirector controller
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Creating the Secure SSID

FIGURE 63 Select RADIUS Accounting Server on ZoneDirector

Advanced Opticns

Accounting Server:

Access Control:

Application Recognition & Control:

Call Admission Control:

Rate Limiting:

$5ID Rate Limiting:

Jeff AAA acct v Create New  Send Interim-Update every 10
L2MAC | NoACLs ¥ | Create New
L34IP address NoACLs v | Create New
Device Policy MNone v | Create New  Precedence Policy |

Enable Role based Access Control Policy
Enable

Enforce CAC on this WLAN when CAC is enabled on the radio
Per Station Dewnlink

Per Station Uplink  [isabled - Disabled

UpLink Enable 0 mbps (0.1~200)
DownLink Enable 0 mdps (0.1~200)
Per STA rate imiting will not work if SSID rate imiting is enabled

minutes

Default v

Create New
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FIGURE 64 Configure Secure SSID on the SmartZone controller
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FIGURE 65 Configure Secure SSID on the Unleashed controller

Create WLAN

Hotspot Service known as W

WeChat

Authentication Method: Open @ 802.1X EAP

Authentication Server: = Annad43Unleashed

Send Interim-Update every 10

Show Advanced Options »

* Name: | Anna43UnleashedSecure
Usage Type: (@ Standard for most regular wireless network
Guest Access guest access policies ¢

Social Media authenticate through

MAC Address

v Create New

Accounting Server | Annad3UnleashedACCT v"| Create New |

| minutes

Cancel

The SSIDs are now configured on the wireless LAN controller. When the user connects to the onboarding (open) SSID
they are redirected to the Cloudpath web page. When the user successfully completes the enrollment process, they are

migrated to the secure SSID.
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Troubleshooting Your Deployment

. Overview

S CONMNECHIVITY [SSUBS .ttt bbbt b e s b et s b e b s as e b e e b e b e e b e s bt e b e s bt e b e sabesb e et e sbeenneas

* Issues with User Credentials
. DNS Issues
*  OSCP Issues
*  Certificate Issues

© NPS-SpecifiC TroUDIESNOOTING.....coviiiieirieietee ettt ettt st bbbt se b e b et esesbenes

«  Cloudpath Captive Portal Setup for Cisco Controller

Overview

For general Cloudpath operations information, refer to the Cloudpath Operations Manual, which can be found on the Support >

Documentation tab.

This section describes solutions to common troubleshooting issues with the Cloudpath deployment.

Connectivity Issues

Cloudpath License Server

Cloudpath communicates with the Cloudpath License Server for network and licensing information. Cloudpath must be able to

communicate to xpc.cloudpath.net (72.181.151.75) over TCP ports 80/443 for HTTP/HTTPS.

RADIUS Server

The wireless controller must be able to communicate with the Cloudpath onboard RADIUS server on port 14650.

Firewall Requirements

The Firewall Requirements table is designed to help you understanding the inbound and outbound traffic of the Cloudpath
server. The table is dynamically generated based on your system configuration and can change as the system configuration is

modified.

To view this information, go to Administration > Firewall Requirements.
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Issues with User Credentials

FIGURE 66 Firewall Configuration

w Traffic Cutbound from this System
Purpast Syshem Address Extormal Addiess Profocol Rizagan
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Sysbem anna4l cloudpath.net support cloudpath net 8022 TCR (Opticnal) Support unnel for remote aesisiance. Only NECESSANY when SURRCT tunnel s enabled.
Sysham snnadl slouapath nal st elodpath nat 443 TCR | HTTR{8) Ratriaun aystem Lpdates
Fysbem wnnadd cloudpath.ned distd cloudpath nat 443 TCR/HTTR5) Retrieve system updates
QCSP Staping ANNE47 CIoudpatn. nel CCED. gOdadty com B TCR{ HTTP(s} Sand OCSP reguest 10 web ssrver cennate provices for OCSP slaping.
OCSP Stapling annadl zioudpath.net arnadl. cloudpathonat 80 TCRIHTTP{=} Send DCSP request to RADIUS server cenficale provider for GCSP slaplng.
Aithentication Server annadl cloudpath. net 192.168.4.2:636 TCP Apmhenticale 1o Active Directory server "Annad Test BVT AD" at HapaiM B2 165 4.2
HTP annadl cloudpain.nel poolnip ong: 123 UDPI{NTP Pegiorm MTP synchrocization
RADILIS C08 annadl cloudpath.net "3IT99 UDP { RADIUS SO Send COA to wrediwweless miresinacture (defoult RADILIS chent)

~ Traffic inbound to this System
Pumpaose Syslam Addrass External Address Protacal Raason
\eeh Interface snnadl tlowdpath net: 443 TCPIHTTR{g} Agminisirator, AP and end-user atcess 1o the web iMerfaze
Onbaard Ca annadl cloudpath net: B0 TCR/HTTP s} OCSP requesis coming from exiernal sysbams.
554 annadl cloudpath.net BO22 TGP 554 access 1o the syshem.
Onboard RADILS annpdl cloudpath net: 1812 [al=] Recene RADIUS pushendication requess from external systems
Onboard RADILIS anna4l cloydpath.net: 1813 uoe Receve RADIUS accounting requests from exdernal systems

Issues with User Credentials

Active Directory

If users receive errors about bad credentials, check the following:

*  Make sure that RADIUS requests are going outbound from the AD server.
* Pingthe AD server using the FQDN to verify that DNS is working.
*  Verify that the RADIUS IP address and shared secret specified on the WLC matches what is on Cloudpath.

Credentials Mismatch

If you receive an error that an authentication failed due to a user credentials mismatch, either the user name provided does not
map to an existing user account, or the password was incorrect.
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OSCP Issues

LDAP

Using LDAP's default port (TCP-389) with a Base DN of the parent Active Directory domain only shows objects from the parent
domain. Changing the port to 3268, but keeping the same Base DN allows LDAP access to users from the child AD domain
(Reference http://technet.microsoft.com/en-us/ library/cc978012.aspx).

Global Catalog queries are directed to port 3268, which indicates that Global Catalog semantics are required. By default, ordinary
LDAP searches are received through port 389. If you bind to port 389, even if you bind to a Global Catalog server, your search
includes a single domain directory partition. If you bind to port 3268, your search includes all directory partitions in the forest. If
the server you attempt to bind to over port 3268 is not a Global Catalog server, the server refuses the bind.

DNS Issues

Verify that DNS is Working

Open a Command Prompt and enter the command: nslookup. The result should display the ethO IP address of the Cloudpath
virtual appliance.

Verify that DNS is Working

1. Open a Command Prompt.
2. Enter the command: nslookup
3. Atthe nslookup prompt (">"), enter the command: set q=rr_type
4. After the previous command completes, enter:
_ldap. tcp.dc. msdcs.Active Directory domain name

Review the output of the SRV query to determine if the query succeeded or failed:

* Ifthe query succeeds, review the registered Service Location (SRV) resource record (RR)s returned in the query to
determine if all domain controllers for your Active Directory domain are included and registered using valid IP
addresses.

* Ifthe query fails, continue troubleshooting dynamic update or DNS server related issues to determine the exact cause of
the problem.

OSCP Issues

OSCP Validation

The RADIUS or NPS server first attempts to validate a client certificate using the Online Certificate Status Protocol (OSCP). If the
OSCP validation is successful, the validation verification is satisfied; otherwise, it attempts to perform a CRL validation of the user
or computer certificate.

OCSP provides the ability to revoke certificates. However, if using OCSP affects the performance of your system, you might
disable OCSP and use CRL only.
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Troubleshooting Your Deployment
Certificate Issues

OSCP Server in the DNS

When the client fetches the OCSP response from the CA, it looks up the domain name of the CA's OCSP server in the DNS, as well
as establishing a connection to the OCSP server.

If you receive a message that indicates the server cannot resolve the OSCP URL, check the hostname listed in the OSCP URL for
the onboard Root CA you created in Cloudpath. You might need to add this hostname to the DNS of the domain.

Certificate Issues

Certificate Chain Not Trusted

If you receive an error that indicates the certificate chain is not trusted, verify that you have the public certificate and any
intermediate certificates for the root CA.

Common Name in Template

The CN in the certificate template may need to include domain information. This can be specified as ${USERNAME}@domain
within Cloudpath on the specific certificate template.

SAN Other Name in Certificate Template

If the RADIUS or NPS logs show an issue with credentials, check the SAN Other Name Pattern in the certificate template. The
variable listed in the SAN Other Name Pattern field should match the variable used in the Common Name Pattern field.

Missing EKU in the RADIUS Server Certificate

RADIUS certificates must contain Microsoft Server EKU-1.3.6.1.5.5.7.3.1. When you create the server certificate template in
Cloudpath, you must check the box for the Microsoft Server EKU.

NPS-Specific Troubleshooting

For configuration details, see the Cloudpath Integration with Microsoft NPS Configuration Guide on the Cloudpath Admin Ul
Support tab.

If you are receiving a message that the EAP message is not available on the server, check the following configuration issues.

Register the NPS With the Domain

If the NPS is not registered to the domain, you might receive an error message that the EAP method is not available on the
server.

To see if the NPS is registered with the domain, right-click the NPS server. If the server is registered, the Register with domain
option is not available.
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If there is a problem with your working registration, try deleting and re-adding the registration using the NPS Administrator
prompt and the commands in this example:

net stop ias

netsh ras delete registeredserver domain=x server=y net start ias

net stop ias
netsh ras add registeredserver domain=samplecorp.local server=SAMPLE-NPS-Server net start ias

RADIUS Server Certificate Missing Private Key

If the RADIUS server certificate is missing the private key, you might receive an error message that the EAP Method is not
available on the server, you might be missing the private key for the RADIUS server certificate.

Be sure that the RADIUS server certificate in the Local Computer Personal Certificate Store shows the 'certificate with key' icon

Z;l next to it. This indicates that the certificate is sighed with the private key. If it does not show the icon, you do not have the
private key for the RADIUS certificate. Try downloading the RADIUS certificate and private key in P12 format.

Use the following command examples from the NPS Administrator prompt:

certutil -dspublish -f root.cer NTAuthCA
certutil -dspublish -f root.cer NTAuthCA certutil -enterprise -addstore NTAuth root.cer

Cloudpath Captive Portal Setup for Cisco
Controller

The following example provides information about setting up a captive portal on a Cisco controller so that it automatically
redirects the user to the Cloudpath webpage.

Define an ACL that allows access to the Cloudpath webpage

1. Onthe WLC, go to Security > Access Control Lists.
2. Add an ACL named Unauthenticated.
Add the following rules to the Unauthenticated ACL:
* Sequence 1, Destination [Cloudpath IP Address], Protocol TCP, Destination Port HTTP, Action Permit
* Sequence 2, Source [Cloudpath IP Address], Protocol TCP, Source Port HTTP, Action Permit
* Sequence 3, Protocol UDP, Source Port DHCP Server, Action Permit
* Sequence 4, Protocol UDP, Source Port DHCP Client, Action Permit
* Sequence 5, Protocol UDP, Source Port DNS, Action Permit

NOTE
If using HTTPS, repeat sequence 1 and 2 for HTTPS.

Enable Portal Page on the Open SSID and Enforces the
Preauthentication ACL
1. Onthe WLC, go to WLANSs and Edit the open SSID.
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Open the Security > Layer 3 tabs.

Check the Web Policy box.

Select the Authentication option.

In the Preauthentication ACL field, select the open SSID.

Configure the Portal Page

110
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On the WLC, go to the Security tab.

Open the Web Auth > Web Login Page.

Set Web Authentication Type to Internal.
Set Cisco Logo to Hide.

Add the following HTML to the Message field:

<SCRIPT language="JavaScript"> window.location="[Cloudpath URL]";
</SCRIPT>

If you are not automatically redirected,

<a href="[Cloudpath URL]">click here</a> to go to Cloudpath.

NOTE

The URL of the Cloudpath webpage must be populated into the HTML in the Message field.

Click Apply to save the changes.

Click Preview to preview the portal page. The browser should be redirected to the Cloudpath webpage.

Click Save Configuration at the top of the page.
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